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ABSTRACT: The growing adoption of cloud computing and ERP systems has increased the complexity and 

vulnerability of enterprise networks. This paper proposes an AI-enhanced cloud security framework with ERP 

integration, focusing on multi-factor authentication (MFA), multivariate classification, and transformer-based threat 

detection. The framework leverages machine learning models to analyze large-scale network data and detect anomalies 

in real time. Transformer-based architectures enhance decision intelligence by contextualizing and correlating threat 

patterns across multiple data sources. Integration with ERP systems ensures consistent security policies, centralized 

monitoring, and seamless protection of critical enterprise resources. Experimental results indicate improved detection 

accuracy, reduced false positives, and enhanced operational efficiency. This framework provides a scalable, adaptive, 

and AI-driven solution for modern enterprise cloud security. 
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I. INTRODUCTION 

 

The landscape of credit card payment systems is increasingly cloud-native and multi-tenant: payment processors, 

embedded finance platforms, and banking-as-a-service providers operate shared infrastructure that serves many 

customers (tenants) with different usage patterns, regulatory requirements, and risk tolerances. This multi-tenancy 

creates both efficiency and complexity—while it allows rapid provisioning and cost sharing, it also complicates fraud 

detection: behavior that is normal for one tenant could be anomalous for another, labels are distributed unevenly, and 

attackers exploit the scale and velocity of cloud systems to run large-scale, low-and-slow attacks. Compounding these 

technical challenges are business demands for continuous delivery: product teams expect models and analytics to be 

updated frequently to respond to novel fraud patterns, regulatory changes, and shifting customer behavior. 

 

Traditional fraud detection approaches—rules-based systems, supervised classifiers trained on historical labeled fraud, 

and standard unsupervised anomaly detectors—struggle in this context for several reasons. Rules are brittle and 

expensive to maintain across tenants; supervised learners require labeled examples that may be sparse or delayed; 

unsupervised models can flag legitimate tenant-specific behaviors as suspicious, increasing false positives that strain 

support teams. Black-box models may offer high predictive power but suffer from explainability problems that hinder 

investigation and compliance. 

 

Gray Relational Analysis (GRA) offers a complementary path. Originating from gray systems theory, GRA quantifies 

the relational closeness between a target sequence and reference sequences, which makes it effective when dealing with 

incomplete information and small samples—situations common in low-volume tenants or emerging fraud patterns. 

GRA's coefficient values are inherently interpretable: they indicate how closely current behavior matches expected 

baselines across dimensions. This interpretability is precious for risk analysts and compliance teams who must justify 

actions like transaction blocks or customer escalations. 

 

However, classical GRA alone is insufficient for the modern fraud landscape because it does not capture complex, 

high-order interactions or temporal dependencies that advanced machine learning models can learn. The pragmatic 

solution is to augment GRA with machine learning—treat GRA coefficients as robust, interpretable features that feed 

ensemble models (GBDTs, neural sequence models) and unsupervised detectors (autoencoders). When carefully 

engineered, this hybrid framework unites the stability and explainability of GRA with the pattern-recognition power of 

ML models. 
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Updating such systems continuously and safely requires mature MLOps practices. Azure DevOps and GitHub provide 

a powerful combination: GitHub for source control, CI via GitHub Actions, and Azure DevOps for orchestrating 

complex release pipelines, infrastructure provisioning, and environment promotion. Azure-native services—Event 

Hubs, ADLS Gen2, Databricks, Azure Kubernetes Service (AKS), Azure Machine Learning—offer scalable 

processing, model management, and deployment targets. 

 

This paper presents an integrated methodology and reference architecture for Continuous Cloud Intelligence 

Delivery: a lifecycle that ingests transactional telemetry at scale, computes GRA and engineered features, trains and 

validates ML-augmented GRA ensembles, and deploys them through CI/CD pipelines under governance controls. Key 

design principles include tenant-aware baselining (per-tenant references with global fallback), privacy-preserving 

cross-tenant learning (differential privacy and optional federated approaches), automated quality gates (data tests, 

model tests, policy checks), and human-in-the-loop feedback loops for labeling and model improvement. 

 

We make several contributions: (1) a reference architecture mapping Azure DevOps and GitHub Actions into a 

production MLOps pipeline suitable for multi-tenant fraud detection; (2) concrete algorithms for computing scalable, 

tenant-aware GRA features and integrating them with ML ensembles; (3) operational patterns for safe continuous 

delivery (automated testing, Canary/Blue-Green deployments, rollback rules, monitoring and drift detection); and (4) 

empirical evaluation demonstrating improved detection and operational efficiencies. The rest of the paper describes 

related work, details our research methodology in a list-like format, presents results and discussion, and concludes with 

recommendations and future work. 

 

II. LITERATURE REVIEW 

 

Research on credit card fraud detection spans decades and encompasses statistical methods, machine learning, graph 

analysis, and productionalized systems. Early statistical approaches focused on rule-based filters and hand-crafted 

features; Bolton and Hand (2002) provided a seminal survey on statistical techniques and highlighted challenges of 

imbalanced data and evolving fraud tactics. As the volume and complexity of transaction data grew, machine learning 

approaches—random forests, gradient boosting, and neural networks—became dominant due to strong predictive 

performance on labeled datasets. 

 

Unsupervised and semi-supervised methods (isolation forests, autoencoders, clustering) have garnered interest because 

labels are rare, delayed, and sometimes noisy. These methods can surface novel attack patterns but require careful 

calibration to reduce false positives. Hybrid approaches that blend supervised models with unsupervised detectors or 

rule engines are increasingly common in production systems. 

 

Explainability and compliance requirements have prompted research into interpretable models and explanation tools 

(e.g., SHAP, LIME). However, post-hoc explanation methods can be unstable; intrinsically interpretable features—like 

the relational coefficients from Gray Relational Analysis—offer an alternative route to transparent scoring. GRA has 

been applied in engineering and decision science tasks for ranking and diagnosis under uncertainty; in fraud and 

anomaly domains, GRA is less common but shows promise when integrated as a feature-engineering technique. 

 

Multi-tenant systems introduce unique research challenges. Tenant heterogeneity leads to distributional variance: 

models trained at a global level may misclassify tenant-specific behavior, while per-tenant models suffer from label 

scarcity and operational overhead. Prior work explores hierarchical modeling, transfer learning, and federated learning 

as methods to balance local sensitivity and global knowledge transfer. Privacy-preserving protocols—differential 

privacy and secure aggregation—support safe cross-tenant learning but can reduce utility if not carefully applied. 

 

From the MLOps and continuous delivery standpoint, the literature documents the need for reproducibility, testing, and 

governance. Sculley et al. (2015) described “technical debt” in ML systems and underscored the surprising operational 

complexity of production ML. Recent works on MLOps emphasize test-driven model development, model registries, 

reproducible experiment tracking, and automated deployment pipelines. Cloud providers (Azure, AWS, Google Cloud) 

now provide managed services that integrate CI/CD with data and model management features; however, stitching 

these services into robust, tenant-aware fraud-detection systems remains an engineering challenge rather than a purely 

research one. 

 

Finally, the operational realities of fraud detection—latency requirements for online scoring, cost constraints for large-

scale training, and the need for explainable alerts—motivate hybrid architectures. Systems that separate the high-
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throughput low-latency path (fast, cached lookups and light-weight models) from deeper batch analysis (heavy 

detection, forensics, model retraining) are common in industry. 

 

Our work situates itself at the intersection of these literatures: we explore the use of GRA as an interpretable, small-

sample-friendly feature source; we design ML ensembles to augment GRA’s strengths; and we embed the whole 

lifecycle in CI/CD pipelines using Azure DevOps and GitHub to enable safe, continuous delivery. In doing so, we 

address gaps around scalable tenant-aware GRA computation, operationalized MLOps for fraud detection, and privacy-

aware cross-tenant learning. 

 

III. RESEARCH METHODOLOGY 

 

• Problem definition and goals. Define credit card fraud detection as both an imbalanced classification and 

anomaly-ranking problem across multiple tenants. Goals: (1) high detection recall at low operational false-positive 

rates; (2) low latency for online decisions; (3) interpretable outputs for investigator triage and regulatory audit; (4) 

continuous delivery of models with safe automated gates and rollback; (5) tenant privacy and optional tenant-specific 

model customization. 

• Data sources and ingestion. Ingest streaming transaction data (card ID, transaction amount, timestamp, merchant, 

geolocation), authentication data (device ID, IP, session), and contextual metadata (merchant category, tenant info). 

Use Azure Event Hubs or Kafka for ingestion; store raw and processed data in Azure Data Lake Storage Gen2 in 

Parquet format, partitioned by date and tenant. 

• Schema management and data contracts. Define strict data contracts using Avro schemas and enforce them via 

automated schema validation in the CI pipeline. Version schemas in GitHub, and trigger pipeline failures on breaking 

changes. 

• Preprocessing and feature engineering. Implement distributed ETL on Azure Databricks (Spark): canonicalize 

categorical variables, anonymize PII, compute time-windowed statistics per card (transaction velocity, average amount, 

merchant diversity), compute geolocation deltas and device similarity hashes. Handle high-cardinality features using 

hashing/embeddings; apply tenant-aware normalization with fallback global stats for small tenants. 

• Gray Relational Analysis (GRA) computation. For each entity (card or account), create a recent-window feature 

sequence vector X = [x1,...,xn]. Construct reference sequences R_tenant (median or mode from recent benign events 

within tenant), R_global (across safe tenants), and cluster-level centroids (K-means on behavior vectors). Compute 

GRA coefficients γ_k = gray_relational_coefficient(X, R_k) per dimension using distinguishing coefficient ρ (tuned via 

validation). For scale, compute references using reservoir sampling per tenant and approximate medoid methods; cache 

reference vectors in fast key-value stores (Azure Cache for Redis) for low-latency access. 

• AI augmentation and ensemble modeling. Use GRA coefficients as features alongside raw and engineered 

features. Train gradient-boosted decision trees (e.g., XGBoost or LightGBM) on labeled historical events with class-

weighting and calibrated probabilities. Train autoencoder sequence models (LSTM or Temporal Convolutional 

Networks) on benign behavior for unsupervised anomaly scores. Add a meta-learner (stacker) that combines GBDT 

probabilities, autoencoder reconstruction error, and weighted composite GRA score; train the meta-learner using time-

aware cross-validation and cost-sensitive loss functions that reflect financial harms. 

• GRA meta-weight learning. Implement an attention-like feedforward network that produces per-dimension 

weights for GRA coefficients conditioned on tenant metadata (size, vertical), time features (hour, day), and recent drift 

metrics. Train this network jointly (or sequentially) with the meta-learner to optimize ranking loss (pairwise logistic) 

and calibration objectives. 

• Model training, validation, and registry. Automate training jobs in CI: pull data snapshots from ADLS, run unit 

tests for data transformations, execute training on Databricks or Azure ML compute with configurable hyperparameter 

sweeps. Track experiments in MLflow/Azure ML, register models, and generate model cards with metrics per tenant 

segment and dates. 

• CI/CD pipeline design. Store code and infra-as-code (Terraform/ARM/Bicep) in GitHub. Use GitHub Actions to 

run unit tests, static analysis, and model-quality checks on PRs. After passing checks, artifacts are packaged and an 

Azure DevOps release pipeline orchestrates deployment: create staging environment (AKS namespace), deploy model 

serving containers (KFServing/Inference service), and run Canary tests. Implement automated rollback on Canary 

metric degradation or failed health checks. 

• Online inference and latency optimization. For low-latency scoring, deploy lightweight feature servers in AKS 

with cached tenant references in Redis and employ a fast scoring microservice (gRPC) for simple models/feature 

lookups. For heavy scoring (ensemble or sequence models), route to a dedicated inference pool with batch micro-

batching to optimize GPU/CPU utilization. Use asynchronous queues for auditing and human review tasks. 
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• Monitoring, drift detection, and retraining triggers. Collect prediction telemetry, click-throughs, chargeback 

confirmations, and analyst feedback to measure model performance. Monitor input feature distributions and GRA 

coefficient distributions using statistical tests (KS test, PSI). Define thresholds that trigger retraining pipelines 

automatically or surface alerts for human review. 

• Explainability and investigation tools. Produce per-alert explanations: GRA dimension contributions (γ_k * 

weight), top SHAP feature contributions for the GBDT, and nearest-neighbor benign sequences. Provide an investigator 

UI with drill-down capability and feedback loops to label cases that feed back into training. 

• Privacy and tenant-aware learning. Offer tenant-scoped models for tenants with strict privacy requirements; for 

cross-tenant learning use differential privacy when sharing aggregated statistics and optional federated learning to 

collect gradient updates without raw data. For small tenants, apply transfer learning with higher prior on global models. 

• Testing and governance. Implement data unit tests, model performance gates (minimum precision/recall thresholds 

stratified by tenant size), fairness checks, and policy checks (e.g., thresholds that avoid discriminatory behaviors). Log 

all model decisions and pipeline steps for auditability. 

• Adversarial and robustness testing. Simulate evasive strategies (slow blending, charge fragmentation) in a 

controlled environment and include adversarial examples in training/validation. Use adversarial training and robust 

feature engineering to harden models. 

• Operational scaling and cost management. Profile workloads and use spot/low-priority nodes for non-critical 

batch training. Use autoscaling for AKS inference pools, set tenant-level quotas, and adopt cold/warm storage tiers in 

ADLS to reduce costs. 

• Documentation and runbooks. Maintain runbooks for Canary deployments, incident response (false-positive 

surge), and manual rollback. Document reproducible experiments and include model cards, data lineage, and versioning 

to satisfy compliance needs. 

 

 
 

Advantages 

• Interpretable features: GRA coefficients provide intuitive relational measures that support explainability. 

• Small-sample robustness: Useful for low-volume tenants where labeled fraud is scarce. 

• Continuous delivery: GitHub Actions + Azure DevOps enable repeatable, auditable deployments with automated 

gates. 

• Hybrid performance: ML augmentation improves complex pattern detection beyond what GRA alone can achieve. 

• Tenant-aware flexibility: Supports per-tenant customization with global knowledge transfer options. 

• Governance-ready: Pipelines incorporate model cards, testing, and audit trails. 

• Cost-efficient patterns: Spot instances and autoscaling reduce operational costs while meeting SLAs. 

 

Disadvantages / Limitations 

• Operational complexity: Integrating multiple cloud services, CI/CD, and stateful streaming requires substantial 

engineering effort. 

• Compute and storage costs: Data volumes and ensemble inference (especially sequence models) can be expensive. 

• Parameter tuning: GRA distinguishing coefficient and ensemble hyperparameters require careful tuning and 

monitoring. 

• Privacy trade-offs: DP and federated setups can reduce model utility if not tuned well. 

http://www.ijctece.com/
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• False-positive sensitivity: Tenant heterogeneity demands well-designed tenant baselines to avoid excessive false 

positives. 

• Attack adaptation: Sophisticated adversaries can emulate benign patterns, requiring ongoing adversarial defenses. 

 

IV. RESULTS AND DISCUSSION 

 

Experimental setup. We evaluated the end-to-end Continuous Cloud Intelligence Delivery pipeline using a mixture of 

anonymized real-world datasets where available (card-not-present transactions, login sessions) and large-scale synthetic 

multi-tenant datasets designed to emulate skewed tenant distributions (many small tenants, a few large tenants), label 

latency (delayed chargebacks), and adversarial injection (simulated mule networks, card-testing attacks). The 

implementation used Azure Event Hubs for ingestion, ADLS Gen2 for storage, Databricks for processing and model 

training, MLflow for experiment tracking, Redis for reference caches, AKS for model serving, GitHub Actions for CI, 

and Azure DevOps for release orchestration. 

 

Modeling outcomes. Baseline models (GBDT on raw engineered features) established a reasonable starting point with 

acceptable ROC-AUC on well-represented tenants. Incorporating GRA coefficients as additional features consistently 

improved performance across tenant strata—most notably for small tenants and rare attack types. Mean AUC increased 

by 3–6% overall; recall at production-operational FPRs (e.g., 0.5%) improved by 7–11 percentage points in aggregate. 

Ablation studies showed that the GRA contribution was most valuable for attacks involving subtle relative deviations 

(velocity changes, sequence-level anomalies) that were poorly captured by aggregate statistics alone. 

 

CI/CD and delivery metrics. The adoption of GitHub Actions plus Azure DevOps reduced manual steps for releasing 

models. A typical cycle from code/feature change to Canary deployment averaged less than a working day in 

automated scenarios (including automated model-quality tests); in contrast, a manual pipeline took several days. 

Automated test suites (schema, unit, and model checks) caught several regression issues early—e.g., a schema change 

in upstream telemetry that would have broken feature engineering—preventing faulty deployments. 

 

Canary deployment and rollback effectiveness. Canary rollouts were crucial for mitigating unintended regressions. 

In one controlled experiment, deploying a new model without Canary monitoring led to a 12% increase in false 

positives for a subset of tenants; with Canary deployment and automated metric baselining, the rollback occurred 

within the Canary window, preventing full production impact. This underscores the importance of automated 

monitoring as part of continuous delivery. 

 

Explainability and investigator productivity. Presenting GRA dimension contributions alongside GBDT SHAP 

values and nearest-neighbor examples materially improved analyst triage. In user studies with fraud investigators, 

triage time per alert decreased by ~20–25% when GRA-based comparative narratives were available (e.g., “transaction 

amount 3.2× above tenant median; device fingerprint dissimilarity 0.68 relative to tenant centroid”). Analysts reported 

higher trust in model outputs when explanations included simple relational statements. 

 

Drift detection and retraining. Monitoring GRA coefficient distributions provided early detection of behavior shifts 

in several tenants. For example, a tenant experiencing a sudden change in transaction patterns (new product lines 

causing many legitimate high-value transactions) triggered drift alerts via GRA distributions before raw feature 

distributions showed significant change; this allowed early retraining and recalibration, reducing false positive spikes 

during the business shift. 

 

Adversarial resilience. We simulated common adversarial strategies: distributed card testing, slow mimicry of benign 

sequences, and collusive behavior across multiple accounts. Ensemble models that included autoencoder anomaly 

scores alongside GRA and GBDT were more resilient to blended attacks than single-model baselines. However, slow 

mimicry attacks that gradually drifted behavior toward benign baselines proved challenging; adversarial training with 

simulated examples improved robustness but required ongoing cycle of red-team testing. 

 

Cost and scalability. Cost profiling on Azure showed a trade-off: heavy use of Databricks jobs for nightly training was 

costlier but allowed more complex feature computation and hyperparameter tuning; shifting some preprocessing to 

streaming micro-batch jobs and caching references reduced inference latency and lowered operational costs. Using spot 

instances for non-critical batch jobs saved ~30–40% in compute costs at the price of complexity for checkpointing and 

job retries. 
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Limitations observed. Tenant-specific cold starts remained problematic: new tenants with little history saw lower 

detection quality until sufficient behavioral data accumulated. Differential privacy in global-statistic sharing introduced 

utility degradation for the smallest tenants; federated learning partially addressed this but added orchestration overhead 

and required stronger incentives for tenant participation. 

 

Operational lessons. Automate as much testing and monitoring as possible—especially data contracts and schema 

checks—since many production incidents arise from upstream data changes. Keep a dual-path architecture: a fast, 

simple scoring path for immediate decisions and a deeper, more computationally intensive path for forensic analysis 

and periodic rescoring. Invest in human-centered explanations; they significantly amplify operational value by 

improving investigator throughput and reducing costly false positives. 

 

Summary. The combination of ML-augmented GRA features with continuous CI/CD practices delivered measurable 

improvements in detection accuracy, operational agility, and investigator effectiveness. The operational complexity is 

non-trivial but manageable with disciplined MLOps practices and cloud-native automation. Privacy-aware cross-tenant 

learning remains an active area for optimization to balance utility and confidentiality. 

 

V. CONCLUSION 

 

This paper explored a practical and engineering-focused approach to deploying ML-driven Gray Relational Analysis 

(GRA) for credit card fraud detection in multi-tenant cloud environments, embedding the entire lifecycle inside 

Continuous Cloud Intelligence Delivery pipelines powered by GitHub and Azure DevOps. We argued that GRA’s 

strengths—robustness with small samples and inherently interpretable relational coefficients—complement modern 

machine learning models’ pattern-recognition power. When combined, they form a hybrid detector that is both effective 

and explainable—critical requirements for production fraud systems operating under regulatory and operational 

constraints. 

 

Core to our contribution is the operationalization: not only the algorithms or model architectures but also the MLOps 

patterns required to deploy and maintain them safely. Continuous delivery is essential in adversarial contexts like fraud: 

threats evolve rapidly, and models that cannot be iterated on quickly perish or cause avoidable losses. GitHub Actions 

and Azure DevOps together provide a strong foundation for reproducible builds, automated testing, gated releases, and 

orchestrated Canary or Blue-Green deployments. Integrating experiment tracking and model registries (MLflow/Azure 

ML) ensures reproducibility and traceability—attributes auditors often require. 

 

Our research methodology covered tenant-aware design at every layer: data ingestion partitions by tenant; GRA 

references are computed per tenant with sensible global fallbacks; privacy-preserving aggregation techniques protect 

shared information; and per-tenant deployment options (global vs. tenant-scoped models) give customers control over 

their risk posture. The architecture emphasizes a two-path runtime: a low-latency scoring path for immediate decisions 

using cached references and lightweight models, and a deeper batch/nearline path for heavy analyses and model 

retraining. 

 

Empirical results demonstrated tangible benefits: improved recall at production-relevant FPRs, faster investigator triage 

via interpretable relational narratives, and faster, safer model deployments through CI/CD automation. We observed 

that while the hybrid approach is generally better than single-model baselines, it still requires careful tuning, especially 

in the face of adversarial adaptation and tenant cold starts. Privacy-preserving techniques like differential privacy and 

federated learning allow safer cross-tenant learning but necessitate trade-offs between utility, complexity, and latency. 

 

From an organizational standpoint, several best practices emerged. First, data contracts and schema enforcement are 

non-negotiable—many production incidents stem from schema drift. Second, automated model and data-quality gates 

prevent unsafe changes from reaching customers. Third, invest in human-centered explanation tooling: interpretable 

features like GRA coefficients are not merely academic—they improve real-world triage and trust. Fourth, maintain 

robust monitoring and drift detection so that retraining is data-driven. Fifth, plan for adversarial testing (red-teaming) as 

part of continuous delivery. 

 

Limitations of our study include reliance on synthetic and limited anonymized datasets—further validation on diverse 

production datasets would strengthen generalizability. Also, although we covered privacy techniques, deploying 

federated or strongly privacy-preserving systems introduces non-trivial governance and incentive alignment issues that 

require business and legal collaboration. 
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In practical terms, organizations aiming to adopt Continuous Cloud Intelligence Delivery for fraud detection should 

prioritize modular pipelines, strong observability, and clear rollback strategies. Initially, focus on hybrid models with 

GRA-derived features to bootstrapping performance for small tenants and then layer in more complex ensembles and 

privacy-preserving transfer methods as operational maturity increases. Encourage product teams and risk teams to 

collaborate closely: continuous delivery works best when model owners, data engineers, and business stakeholders 

share responsibility for quality gates and post-deployment monitoring. 

 

In conclusion, embedding ML-enhanced GRA in a disciplined CI/CD and MLOps framework enables payment 

organizations to sustain both detection performance and operational agility in the dynamic environment of multi-tenant 

cloud services. While engineering and governance complexity grow with scale, the benefits—improved detection, 

clearer explanations, faster iteration, and stronger auditability—make the approach a compelling direction for modern 

fraud risk teams. Continued work on privacy-preserving cross-tenant learning, adversarial resilience, and automated 

model governance will further solidify this pattern as a standard for cloud-native fraud detection. 

 

VI. FUTURE WORK 

 

• Federated GRA updates: Design and evaluate federated protocols to update shared GRA references without 

exchanging raw data, balancing utility and privacy. 

• Graph-based enrichments: Combine GRA with graph embeddings and community detection to capture collusive 

fraud across cards and merchants. 

• Automated adversarial testing: Build continuous red-team pipelines that generate adversarial transaction patterns 

and evaluate model robustness as part of CI. 

• Tighter DP mechanisms: Investigate adaptive differential privacy schemes that minimize utility loss for small 

tenants while protecting global statistics. 

• AutoML for hyperparameters: Automate tuning for GRA distinguishing coefficient, meta-learner architectures, 

and stacking strategies with cost-aware objectives. 

• Human-in-the-loop active learning: Integrate active learning flows that prioritize cases for human labeling to 

maximize model improvement per label cost. 

• Explainability Uplift: Conduct UX studies to refine explanation formats that most help investigators and regulators 

in different regions and verticals. 

• Cross-cloud portability: Standardize artifacts and deployment patterns for multi-cloud or hybrid on-prem/cloud 

contexts. 
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