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ABSTRACT: Smart home environments are increasing due to the rapid growth of Internet of Things (IoT)
technologies. However, this smart homes introduces security vulnerabilities, unauthorized access and intrusions. For
preventing intrusion using IoT sensors we are introducing proposed smart home system. Home Intrusion Prevention
System is mainly used for, wireless communication, and automated alert mechanisms. Smart home system
continuously monitors entry points using sensors such as PIR (Passive Infrared), ultrasonic, and door/window magnetic
sensors. Alarm triggers, light detects when an unauthorized access is detected through a smartphone through a cloud-
based platform or mobile application. Additionally, system can activate preventive responses such as locking doors or
turning on lights to deter intruders. Current project focuses on low-cost implementation, real-time monitoring, and user-
friendly control, making it suitable for residential security. This solution ultimately provides a reliable and efficient
intrusion prevention system that increases safety, reduces human dependency, and enhances the overall smart home
experience.
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I. INTRODUCTION

In recent years, smart homes are increasing due to the advance technologies and IoT(Internet of Things). Smart home
systems allow users to control and monitor household devices remotely, improving safety, energy efficiency, and
overall lifestyle. Smart home systems have several advantages mainly unauthorized detection and security . Current
smart home security mostly operated manually it need lots of efforts and it may fail sometimes.

In this advanced generation we need advanced artificial intelligence because many intrusions are happening. Iot
provides platforms for communicating with devices, detecting unusual activities and sensors .By using this sensors,
detectors we can easily detect unauthorized users and can take action immediately.
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Our project is to enhance the smart homes by preventing intrusions by combining IoT sensors, wireless communication,
and automated alert mechanisms. Smart home system monitors entry points such as doors, windows, and surrounding
areas using sensors like PIR, ultrasonic, and magnetic sensors. When unusual movement or intrusion is detected, the
system immediately activates alarms and sends notifications to the homeowner through a mobile application or cloud-
based platform. In addition, the system can trigger preventive actions such as switching on lights or locking doors to
discourage intruders.
The main objective of this project is to develop a cost-effective, reliable, and user-friendly home security solution that
reduces human dependency while ensuring real-time monitoring. The proposed system aims to provide enhanced safety
and improve the overall smart home experience.

II. LITERATURE REVIEW

A literature survey is an important part of any project that explains the previous research and developments related to
the selected topic. In 2019, researchers developed basic IoT based home automation systems using sensors and
microcontrollers to control appliances like lights and fans remotely. In 2020, several studies introduced mobile
application-based control systems that allowed users to monitor and operate home devices from anywhere, improving
convenience. In 2021, Kumar et al. developed an IoT based smart home system using Arduino and wireless
communication, which improved automation but had limited security features. In 2022, Sharma et al. proposed a smart
security system using motion sensors and surveillance cameras to detect unauthorized access, but it increased system
cost and maintenance. In 2023, researchers focused on integrating both automation and security using IoT platforms to
provide efficient and user-friendly systems. Based on these developments, this project aims to design an IoT based
security and smart home system that provides better safety, remote monitoring, and cost-effective automation.

III. PROBLEM STATEMENT

The existing home systems require manual control and often provide only security or automation features separately.
This makes them less efficient and difficult to monitor remotely. The problem is the need for a simple, low-cost system
that provides both security and home automation. The proposed IoT based security and smart home system helps users
monitor their homes and control appliances remotely.

IV. RESEARCHMETHODOLOGY

1. Research Design
The research design is based on developing an IoT based security and smart home system using a system development
approach. It is mainly for identifying user requirements such as home security monitoring, intrusion detection, and
remote control of household appliances. After analyzing these requirements, suitable hardware components like
sensors, microcontroller, communication modules, and internet platforms are selected.

The smart system is designed to collect data from sensors such as motion detectors and temperature sensors. This data
is processed by the microcontroller and transmitted to users through internet-based applications or mobile devices. Our
project design also focuses on making the system user-friendly, cost-effective, and reliable.
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2. Data Sources
The data used in this research is obtained from public profiles of coding influencers across multiple social media
platforms:

 Sensor Readings Hardware Testing data IoT cloud logs  GitHub
Only publicly accessible metrics are considered to ensure ethical data usage and compliance with platform policies.

3. Sample Selection
A purposive sampling technique is used to select suitable components and technologies for the development of the IoT
based security and smart home system based on the following criteria:

• Components related to home security and automation
• Reliable sensors and microcontroller modules
• Low-cost and easily available hardware devices
• Efficient internet and communication modules
• Compatibility with mobile or web-based control systems
• Proper functioning and testing under different condition

4. Data Collection Parameters
The following parameters are collected for the IoT based security and smart home system:
Sensor Metrics: Motion detection, temperature, smoke or gas detection, door or window status
Security Metrics: Intrusion alerts, alarm activation, camera monitoring
Device Control Metrics: Appliance ON/OFF status, remote control usage, device response
System Metrics: Network connectivity, data transmission, power consumption
Data is collected through sensors, microcontroller, and IoT platforms to monitor system performance and security.

5. Data Preprocessing
Before analysis, the collected data undergoes preprocessing:

• Removal of duplicate or unwanted sensor data
• Handling missing or incorrect data values
• Normalization of sensor readings and device status records
• Conversion of collected data into suitable digital format

http://www.ijctece.com


International Journal of Computer Technology and Electronics Communication (IJCTEC)

| ISSN: 2320-0081 | www.ijctece.com ||A Peer-Reviewed, Refereed and Bimonthly Journal |

|| Volume 9, Issue 2, March - April 2026 ||

DOI: 10.15680/IJCTECE.2026.0902003

IJCTEC© 2026 | An ISO 9001:2008 Certified Journal | 460

• Verification of data accuracy and system performance
This processing ensures reliable monitoring and proper functioning of the IoT based security and smart home system.

6. Engagement Rate Calculation
Using the following standard formula, the performance rate of the IoT based security and smart home system is
calculated:
System Response Rate (%) = (Successful Alerts + Successful Device Operations / Total Requests or Events) × 100
Where:

• Successful Alerts = Number of correctly generated security alerts
• Successful Device Operations = Number of appliances correctly controlled through the system
• Total Requests or Events = Total number of sensor detections, user commands, or security events

This calculation helps measure the efficiency, reliability, and performance of the smart home security system.

V. ANALYSIS

The proposed IoT-based security and smart home intrusion prevention system was analyzed in terms of performance,
reliability, and real-time monitoring capability. To continuously monitor household activities the system uses door
sensors, microcontrollers, and IoT sensors. During testing, the sensors responded effectively to intrusion events and
transmitted alerts to the user through a cloud-based notification system with minimal delay under stable network
conditions. The collected data was processed , enabling proper activation of alarms and remote control functions. Small
variations in response time were observed due to network fluctuations, but overall system operation remained stable.
The use of low-cost and easily available IoT components makes the system practical for residential deployment, while
the modular design allows future expansion with additional sensors and automation features. This analysis shows that
the proposed system provides a reliable, efficient, and scalable approach for improving smart home security

VII. CONCLUSION

The IoT based security and smart home system is developed to improve home safety, monitoring, and automation. The
system successfully integrates sensors, microcontroller, and internet technology to detect security threats and control
home appliances remotely. This smart home system mainly focusing on security and preventing intrusions using
advanced sensors and artificial intelligence..

This smart home system is user friendly, reliable and suitable for modern lives. It reduces manual effort and increases
convenience by enabling automatic and remote control of household appliances. The testing results show that the
system performs efficiently and correctly under different conditions.

Overall, the project demonstrates that IoT technology plays an important role in improving home security and
automation. Smart home system can be further improved by adding advanced features such as voice control, artificial
intelligence, and improved data analytics to provide better performance and smart decision-making.

This project highlights the importance of IoT technology in improving home security and automation. It demonstrates
how smart systems can provide better safety, comfort, and efficient resource management. In future, this system can be
change or improved by providing more advanced technologies for a better living.

VII. FUTURE SCOPE

The proposed IoT-based security and smart home intrusion prevention system provides an effective and low-cost
solution for improving residential security through real-time monitoring and automated alerts. In the future, the system
can be enhanced by integrating Artificial Intelligence (AI) and Machine Learning (ML) techniques to analyze sensor
data and detect suspicious activities more accurately while reducing false alarms. Advanced features such as facial
recognition and smart camera surveillance can be added to automatically identify authorized and unauthorized persons.
The system can also be connected to cloud platforms for secure data storage, remote access, and advanced analytics.
Implementing strong encryption and secure communication protocols will further improve protection against cyber
threats. Additionally, integration with voice assistants and smart energy management systems can increase user
convenience and efficiency. These enhancements will make the system more intelligent, scalable, and suitable for real-
world smart home and smart city applications.
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