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ABSTRACT: Digital Payment Systems Have Become A Regular Part Of Everyday Life, And Upi Is One Of The Most
Popular Methods Because It Makes Transactions Quick And Easy. As The Number Of Online Transactions Continues
To Grow, Fraud Activities Have Also Increased, Creating Serious Concerns About Security And User Trust. This
Project Aims To Develop a UPI Fraud Detection System That Helps Identify Suspicious Transactions and Reduce the
Risk of Financial Fraud Using Machine learning Techniques. The System Works by Analysing Transaction Details
Such As Transaction Amount, Sender and Receiver Information, and Transaction Patterns. Based On These Details,
The Model Predicts Whether A Transaction Is Genuine Or Potentially Fraud. A Backend Can Developed Using
Modern Web Technologies Handles Data Processing, Prediction, And Database Management, While The Frontend
Provides A Simple Interface For Users To Register, Log In, And Perform Fraud Checks Easily. The System Also Stores
Transaction Information for Future Analysis and Monitoring. Machine Learning With a Practical Web-Based
Application, This Project Provides A Simple And Effective Approach To Improving The Security Of UPI Payments.
The Main Goal Is To Show What Intelligent Systems Can Support Safer Digital Transactions And Help Users Feel
More Confident While Using Online Payment Platforms.

KEYWORDS: UPI fraud detection, machine learning, digital payments, financial security, fraud prediction,
transaction analysis, real-time detection, cybersecurity, artificial intelligence, database integration.

I. INTRODUCTION

In the recent times, digitalization of everything has taken the charge of the world. Financial digitization in countries is
ruling all over as a boon in facilitating the online and mobile-based payment system. UPI is one of the major
development in the digital banking industry. It offers an innovative way to transfer money between two bank accounts
through a single application. UPI has proven to be a revolutionized online payment system in the recent time. It helps
people to transfer the fund at any time from any place at their convenient time. It became popular with its features like
QR code payments and linking the mobile number with the account and it is still considered as technology as a
revolution in the digital economy.
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Countermeasures for these security threats need to be taken by businesses. The ascension of the digital payments comes
along with them also the evolution of security issues. Higher transaction values enable cybercrimes, such as phishing,
identity theft, social engineering, SIM impersonation and fraudulent account access operations, which are unfortunately
more prevalent now than ever before. These types of behavior have extremely negative effects on business
performance, though both financially and in regards to customer confidence. This problem has overcome the existing
rule, based fraud detection system, which consists of the use of manually specified thresholds that are read by
monitoring systems, are not enough to prevent emerging new threat trends.

Hence, the application of machine learning technique to fraud detection proved to be a powerful solution. Using machine
learning system, historical transaction data was analysed, patterns were identified and anomalies were detected.
Compared to rule based system, the system was dynamic and could keep improving its prediction by constantly
learning from new data. Logistic Regression, Decision Trees, Random Forest and Gradient Boosting were some of the
techniques used in credit card fraud detection to classify transactions as real or fake. Applying Ensemble learning
techniques were found to further improve the performance of detection.

Data imbalance is another major issue that the majority of the transactions have none fraudulent. The fraud detection
model can be well evaluated only with the occurred/avoided rate such as recall, precision, F1 score and ROC, AUC
instead of accuracy. When fraud detection mechanisms are applied, they need to be responses in real, time to prevent
suspicious transactions from being processed. The combination of machine learning models with scalable backend
frameworks enable low latency and robustness.

Our project UPI Fraud Detection Using Machine Learning attempts to build a fast, scalable, and explainable fraud
detection system. Using features engineering, state, of, the, art models, and API, based deployment, our framework
strives to improve transaction fraud detection and build trust in digital payment platforms.

1. LITERATURE REVIEW

Breiman [1] documented the foundation for Random Forests, a tree, based boosting classifier to generalize many weak
learners and produce a strong learner over noisy data. Random forest has been adopted subsequently in financial fraud
detection, as it tend to be resistant to noise and overfitting, and can model non-linear relationships between variables.
It also employs an in, built feature selection when choosing trees in the forest. Relevance: In our system ensemble,
modelling is an important component, with several learners contributing towards the fraud scores. Random forest
design would have a huge influence in choosing our fraud ensemble in the models module on the fraud score prediction
function, especially for data patterns such as deviation in amounts, aberrant frequency, new device changes, etc.

Friedman [2] presented Gradient Boosting Machines (GBM), which use sequential models to learn the residual errors
of previous models, such that the overall ensemble becomes better and better. GBM boosts added weak classifiers
sequentially. Variants of this algorithm like XGBoost have found recent success in structured tabular financial datasets.
Relevance: Our project used a boosting paradigm in our ensemble pipeline to choose the ensemble voters that
contributed most to true positives of fraud, especially for high recall sensitive scenarios. The boosting paradigm helps
focus on misclassified fraud cases in a way that a simple boosting classifier like AdaBoost would not.

Cortes and Vapnik [3] published the theorem for Support Vector Machines (SVM), which shot to prominence in the
binary classification domain such as for fraud prediction. The model searched for a maximum margin hyperplane (ML,
equivalent of a linear classifier) between the min, max classes while minimizing the incorporation error. While SVM is
ideal in small, medium data settings, it is not designed for execution speed in large real, time streaming models.
Relevance: We did consider SVM for benchmarking, although we favoured scalable tree, based ensemble models on
our engineered feature set for the AP1 serving architecture.

Dal Pozzolo et al. [4] examined the imbalanced data scenario in credit, card fraud detection and pointed to non-
conventional metrics beyond classic accuracy to assess fraud detection performance. They established the importance
of precision, recall curves and cost, sensitive models to minimize false negatives and false positives. Relevance: Our
evaluation metrics such as recall, precision, F1, score and ROC, AUC worked towards balancing this trade, off with the
understanding that the fraud class is typically a minority class. Chawla et al. [5] proposed the method of Synthetic
Minority Over, sampling Technique (SMOTE) to build balanced models, which is now part of many fraud data science
workflows. Relevance: Imbalanced class handling steps in the data pipeline were inspired by SMOTE and class,
weighting in our project.
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Bahnsen et al. [6] demonstrated that financial fraud prediction is a class, imbalanced classification problem with a
mismatch in positive, negative rates, and can be handled with cost, sensitive learning. Relevance: Our decision engine
module was designed to incorporate customer cost parameters for the application of thresholds for various fraud
detection scenarios. Jurgovsky et al. [7] applied deep sequential learning algorithms like LSTMs to credit card fraud
detection, and based on the success, indicated the need to couple sequential models in the streaming module with
transaction, driven features. Relevance: While our current work uses a mostly engineered feature input, the streaming
module and feature store architecture facilitated future application of LSTM or BERT models.

Ribeiro et al. [8] proposed using local interpretable model, agnostic explanations for the model prediction explanation
engine, which in the absence of domain, specific rules, was vital for customer trust and operational transparency.
Relevance: Our project had a similar explain ability engine module, more on lines of LIME, for elucidating the fraud
score reasons.

Lundberg and Lee [9] created a SHAP framework for unified, singular attribution values for individual features
contributing to model output. Relevance: Our explanation engine also implemented this concept, for example of
transaction amount deviation, abnormal frequency or device change.

Carcillo et al. [10] sorted many approaches for machine learning in payment fraud, with respect to supervised,
unsupervised, semi, supervised, ensemble and hybrid models while emphasizing the need for near instantaneous
processing in a real, time environment, and online, learning paradigms for life, long fraud detection. Relevance: Our
modular deployment architecture brought out the essence of full end, to, end streaming and model retraining pipeline
for future concept drift adaptation.

I1l. RESEARCH METHODOLOGY

We used the structured pipeline for frontend and backend integration, and the pipeline is also designed for the model.
Such as our model takes input image 299*299 pixels if the input image may contain more or less so the pipelines are
designed to convert it into a way where the model accepts and predicts

A. Dataset Collection:

We have collected the dataset manually and created the hybrid dataset the combination of multiple datasets, by
balancing real and fake samples. Our total dataset contains approximately 10,000 ids, which means our model has
trained on 10,000 details, though it may be fewer. In the data collection stage, the UPI transactions at a large scale are
from the banking system and other digital platforms. The data can be categorized as the amount, time, date, device and
location details of the transaction, UID details or merchant id etc. Both the real and the fake transaction samples are
collected so that the learning of the model can be done optimally. The data is stored in structured format for future
processing.

Source of Data

UPI Transaction logs
Transaction metadata
User behavioural data
Device/IP patterns

B. Pre-processing Pipeline:
The data pre-processing step is to clean raw UPI transaction data, convert to a predefined format, and prepare the data
for machine learning algorithms. Since most real, world financial data contains various problems such as null values,
missing data, and noise, and imbalance of classes. The systematic pre-processing of the transaction data is needed. It
consists of handling null values, encoding categorical variables, scale numerical features, identify outliers, and
balance the fraud classes balance the fraud classes.
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C. Model Architectures & Training:
In our project, we have used different machine learning models, where each model is intended to identify distinct types
of fraud patterns for UPI transactions. The models are described clearly below:

1. Random Forest

Random Forest consists of high number of decision trees. A supervised classification algorithm aggregated the outputs of
multiple decision trees for decision-making. It easily capture the complex non-linear relationship in fraud data and
provides good baseline for performance.

2. XGBoost.

XGBoost (extreme gradient boosting) is a very powerful GP boosting algorithm where the models are built one after
another to boost the shortcomings of the previous. Also, it uses an optimal loss to minimize the prediction error and
thus is highly accurate and efficient in fraud detection applications. In addition, it deals with class imbalance in an
elegant way using built, in regularization and weight updating scheme.

3. LightGBM.

LightGBM is ahigh, speed, scalable gradient boosting framework optimized for distributed and GPU learning. It tends to
grow tree leaf, wise as opposed to level, wise which leads to lower memory usage. Therefore, it could serve well as
the backbone of a real, time fraud detection that process large scale UPI data.

4. Isolation Forest

Isolation Forest is an unsupervised anomaly detection model. Unlike the previous supervised classification algorithms
that form a model by learning from data with prior knowledge, isolation forest detects anomalous transactions by
randomly partitioning features. It is effective in finding unknown and new fraud types.
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5. Graph Neural Network (GNN)

Graph neural networks examine relationships between users, gadgets, merchants and other organizational network
entities. GNN reveals collusion, fraud rings, and suspicious transaction pathways for fraud detection. The model is
extremely successful in uncovering coordinated activities involving multiple accounts.

D. Ensemble Learning Strategy

In this phase, the outputs from all trained models are combined to produce a more accurate and reliable fraud prediction.
Instead of relying on a single model, the system aggregates predictions from multiple algorithms to improve stability and
reduce false positives.

Explanation

Each model generates a fraud probability score based on its learning method. These individual scores are passed to a
weighted voting mechanism or a meta-learner, where higher-performing models are assigned greater importance. The
ensemble system then calculates a final fraud probability score, which determines whether a transaction is classified as
legitimate or fraudulent. This strategy improves overall accuracy, increases recall for fraud cases, and ensures more
robust real-time fraud detection.

Frontend (user flow & UX):

1. Dashboard

The fraud detection page is the primary page of the entire system where users and admin can view real, time transaction
status. The page shows overall statistical data for all transactions like total number of transactions, number of identified
frauds, fraud probability values,system alert schedules, and etc. The page should be easy to use and understand, as well
as use effective graphical displays that communicate screen information in a way such that it is easy to interpret data at
a glance.

2. Analytics Visualization

The analytics visualization section uses graphical and visual displays of transaction data such as fraud trends over time,
distribution of transactions by location, performance of different models, and the comparison of risk scores. The visual
displays allow administrators to view patterns more easily and quickly determine whether found suspicious activity
really looks suspicious.

Backend (inference & API):

We have used fastapi and realtime interference and it show the quick results with a real time fraud alerts.

1. FastApi Rest API

FastApi is the framework used for backend; it offers very high performance of the REST API endpoints that serve the
fraud detection requests. It is responsible for storing the transaction data into the database, passing the information to
the trained models and delivering the fraud prediction in the JSON format. FastAPI framework provides fast results,
API auto documentation and simplified integration with the dashboard frontend.

2. Real-Time-interference

The system provides real, time inference capability, rapidly evaluating each UPI transaction as it occurs. As soon as a
request arrives, the trained models produce fraud probability scores within milliseconds. This allows the system to
deploy instant fraud alerts and risk evaluations online.

E. Monitoring & Scaling

1 Horizontal Pod Autoscaler (HPA)

The Horizontal Pod Autoscaler would scale up and scale down the number of running pods depending on CPU
utilization or memory utilization. This would allow the fraud detection system to cope with spikes in transaction load
without compromising on performance and reliability. The reliability is enhanced during peak UPI transaction times.

2 Monitoring Configuration

Monitoring tools are set up to check the health of the system, API latency, resource consumption and performance of
the model. Logs and metrics identify real, time failures, constraints or anomalies within the system. This supports
system availability and stability.
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3 Resource Patches

Resource patches are set up to constrain resource limits on cpu and memory on the backend and ML services. This is so
as not to consume excessive resources, and distribute work fairly. Resource management on this ensures performance
efficiency.

4 Scalable Micro services

The system is designed using micro, services architecture; such that components like API, model inference and
database runs independently and scales up independently depending on load.

IV. RESULTS AND DISCUSSION
In-depth data was obtained by comparing the two architectures.
A. Comparative Performance Analysis:

TABLE I: COMPARATIVE ANALYSIS OF MACHINE LEARNING MODELS

Evaluation Metric | XGBoost (Proposed) Random Forest Logistic
Regression

Text accuracy 97.80% 96.10% 93.40%

AUC score 0.9912 0.9825 0.9480

Precision 94.60% 92.10% 85.30%
Recall(fraud) 96.20% 93.80% 88.40%
F1-score 95.39% 92.94% 86.81%

False positive rate 1.80% 2.90% 5.60%

Model size 12mb 85mb 2mb

Inference time(cpu) 0.05 sec 0.12 sec 0.02 sec

TABLE 1I: DETAILED PERFORMANCE METRICS OF XGBOOST

Performance Metric Value Detection Significance
Ovwerall Test Accuracy 97.80% High reliability in fraud screening
True Positive Rate (Recall — Fraud) 96.20% Detects majority of fraudulent transactions
True Negative Rate (Recall- Legitimate) 98.10% Accurately identifies legitimate transactions
False Negative Count 19/500 Minimal missed fraud cases
False Positive Count 27 /1500 |Reduced unnecessary transaction blocking
Precision 94.60% High fraud prediction correctness
F1-Score 95.39% Balanced performance across classes
Cross-Validation Score 97.65% Strong generalization capability
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B. System Capabilities & Full Stack Advantages

1) Real Time Fraud Detection

The deployed model takes a latency of about 0.05 seconds on the CPU based infrastructure for each transaction. This
assured that the screening happens before the transaction clears the system so that no frauds actually occur, and the
experience of the user is not tampered with. Since this model is very lightweight, it was able to work with the existing
UPI payment gateways without investing in an expensive high-end GPU infrastructure.

2) Reduced Computational Overhead

Compared with DNN, based architectures, the model that we designed is also small (~12 MB) so that overall memory
cost and computation are fairly low. With this size, the approach could run on more inexpensive cloud instances while
still achieving high throughput. It is scalable and capable of handling several thousand transactions per minute with
standard server configurations.

3) Scalability and Cloud Readiness

The backend is built in FastApi having support for asynchronous request processing as well as horizontal scalability.
It can be containerized in Docker and distributed in the cloud to cater to larger UPI systems. The design is modular in
nature, thus allowing easy addition of any other fraud detection modules like behavioural biometrics, anomaly
detection etc.

4) Security and Data Privacy

Financial transaction systems need to provide high quality data protection. The approach system has to provides/TLS
secured connection throughout the API communication process (HTTPS protocol).
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V. CONCLUSION

This paper presented a machine-learning-based system for real-time UPI fraud detection. Among the evaluated models,
XGBoost achieved the best performance with 97.80% accuracy, 0.9912 AUC, and 96.20% fraud recall, ensuring
effective detection of fraudulent transactions while maintaining a low false positive rate.

The proposed full-stack deployment enables real-time inference with minimal latency and secure transaction
processing. Overall, the system demonstrates high accuracy, scalability, and practical feasibility for integration into
modern UPI payment infrastructures.

VI. FUTURE WORK
We have developed for further enhance the effectiveness and scalability of the proposed UPI fraud detection system

A. Integration of Deep Learning Models

Future work can incorporate advanced deep learning techniques such as Long Short-Term Memory (LSTM) networks
to capture sequential transaction behavior over time. Additionally, Graph Neural Networks (GNNs) can be explored to
model relationships between users, devices, and merchants for detecting organized fraud patterns.

B. Real-Time Adaptive Learning
Implementing online or incremental learning mechanisms would allow the model to adapt continuously to emerging
fraud strategies. This would reduce dependency on periodic retraining and improve responsiveness to evolving threats

C. Explainable Al Integration

The integration of Explainable Al (XAl) techniques such as SHAP can provide transparency in fraud predictions. This
would help financial institutions understand decision logic, improve regulatory compliance, and increase stakeholder
trust.
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D. Large-Scale Distributed Deployment

Future enhancements may include cloud-native deployment using micro services architecture to handle millions of UPI
transactions per second. Horizontal scaling and distributed processing can further improve system robustness and
availability. These future directions aim to improve detection accuracy, adaptability, interpretability, and scalability of
the proposed fraud detection framework.
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