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ABSTRACT: The rapid growth of online payment systems has made credit cards a widely used more of digital 

transactions. Along with this growth, incidents of credit card fraud have increased, leading to financial losses for banks 

and reduced confidence among customers. Conventional fraud detection approaches are mostly based on predefined 

rules, which are often ineffective in identifying newly emerging fraud patterns, particularly when fraudulent 

transactions form only a small portion of the overall data. To address this challenge, this study applies machine learning 

techniques for identifying fraudulent credit card transactions. A major issue in this domain is the highly imbalanced 

nature of transaction data, where legitimate transaction significantly outnumber fraudulent ones. To reduce the impact 

of data imbalance, the Synthetic Minority Over-Sampling Technique (SMOTE) is used to generate additional fraud 

samples and enhance model training. Multiple machine learning classifiers are developed to learn transaction patterns 

and distinguish between genuine and fraudulent activities. Model performance is assessed using recall, F1-Score, and 

the Area under the Precision-Recall Curve (AUPRC), as these metrics provide a more reliable evaluation for 

imbalanced datasets. Experimental analysis indicates that the Random Forest classifier outperforms other models, 

achieving an accuracy of 99.95%. The findings demonstrate that machine learning-based approaches can significantly 

enhance fraud detection systems and support effective real-time monitoring of credit card transactions. 
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I. INTRODUCTION 

 

The widespread use of digital payment platforms has increased credit card transactions across various sectors. While 

this has sped up transactions and made them more convenient, it has also raised the risk of fraud. Manually monitoring 

such a large volume of transactions is unrealistic, making automated detection techniques essential. These systems 

identify unusual transaction behaviour by examining historical data patterns. 

 

Fraud detection is particularly challenging because there are very few instances of fraud compared to legitimate 

transactions. This difference impacts the effectiveness of traditional detection methods. Additionally, fraud strategies 

change over time, which decreases the reliability of static rules. The proposed work focuses on using machine learning 

techniques to improve classification accuracy while addressing class imbalance. SMOTE balances the dataset, and 

multiple models are tested to find the most dependable solution for credit card fraud detection. 

 

Literature Survey: Initial studies on credit card fraud detection mainly used fixed rules and basic statistical checks to 

identify suspicious transactions [1]. These systems depended on conditions such as transaction limits, unusual spending 
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behaviour, or location mismatch. Although such approaches were easy to deploy, they were not effective in real-world 

environments where fraud patterns change frequently. As transaction volumes increased, these traditional methods 

produced many incorrect alerts and required continuous manual updates, reducing their usefulness in modern financial 

systems. 

 

Later research introduced machine learning-based solutions to improve fraud detection performance [2]. These 

approaches learn patterns directly from historical transaction data and are capable of identifying abnormal behaviour 

more effectively than rule-based systems. However, many studies pointed out that fraud detection data is highly 

imbalanced [3], with fraudulent transactions occurring far less frequently than normal ones. To overcome this 

challenge, researchers explored data balancing strategies and evaluation techniques better suited for rare event 

detection. Recent literature emphasizes the importance of using metrics such as Precision, Recall, and F1-Score instead 

of accuracy to properly assess fraud detection models under imbalanced conditions [4]. Several studies have applied 

oversampling techniques such as SMOTE to address class imbalance and improve fraud detection performance. 

 

II. PROBLEM STATEMENT 

 

The increasing use of credit cards for digital payments and online transactions has made financial activities faster and 

more convenient. At the same time, this has increased the risk of unauthorized transactions and fraud. Credit card fraud 

leads to financial loss for banks and customers and creates concerns about transaction security. As the number of 

transactions processed each day continues to grow, identifying fraudulent activity quickly and accurately has become a 

major challenge for financial systems. 

 

Fraud detection is difficult because fraudulent transactions occur very rarely compared to legitimate transactions, 

resulting in highly imbalanced data. In addition, fraud techniques change over time, making traditional detection 

methods less effective. Many existing systems generate a large number of false alerts, which can block genuine 

customer transactions and reduce user trust. Therefore, there is a need for an automated fraud detection system that can 

effectively handle imbalanced data, accurately classify transactions as Fraud or Normal, and reduce false positives 

while operating efficiently on large-scale transaction data. Therefore, this study applies SMOTE to balance the dataset 

and evaluates multiple machine learning models to identify the most effective approach for fraud detection. 

 

III. METHODOLOGY 

 

1. Study Design 

This work uses an experimental research method based on machine learning techniques. The main goal is to build a 

classification system that can automatically identify fraudulent credit card transactions by learning pattern from 

previously recorded transaction data. 

2. Dataset collection 

The transaction data in this study comes from a publicly available credit card fraud dataset. The dataset includes only 

numerical features that have been anonymized to protect customer privacy. Each transaction record has a class label 

indicating whether the transaction is genuine or fraudulent. 

3. Nature of the data 

A significant challenge with the dataset is its highly imbalanced nature. Fraudulent transactions make up a very small 

portion of the overall data, while normal transactions dominate the dataset. This imbalance makes fraud detection 

difficult because traditional models usually favour the majority class. 

4. Proposed System Framework 

The proposed system follows a step-by-step process. First, the transaction data is cleaned and prepared for analysis. 

Then, the data imbalance is addressed using the Synthetic Minority Over-sampling Technique (SMOTE). After 

balancing, machine learning models are trained and tested. Finally, the best-performing model is used to predict 

whether a transaction is fraudulent or legitimate. 
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System architecture 

 

 
 

Figure 1: System Architecture of the Proposed Fraud Detection System 

 

This system architecture illustrates the end-to-end workflow of the proposed credit card fraud detection system using 

machine learning techniques. The transaction dataset is first pre-processed to ensure data quality. Class imbalance 
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present in the dataset is addressed using the Synthetic Minority Over-sampling Technique (SMOTE), which is applied 

only to the training data. Machine learning models such as Logistic Regression and Random Forest are then trained and 

evaluated using appropriate performance metrics. Finally, the best-performing model is selected to predict whether a 

given credit card transaction is fraudulent or legitimate. 

5. Data Preparation 

Before applying machine, learning algorithms preprocessing is done to improve data reliability. Duplicate records are 

removed, missing values are addressed, and feature scaling is applied where necessary. The dataset is then split into 

input features and output labels. SMOTE is applied only to the training data to enhance the model’s ability to learn 

fraud patterns. 

6. Model Training 

The pre-processed dataset is divided into training and testing sets. Logistic Regression and Random Forest algorithms 

are implemented using the training data. These models analyse transaction attributes and learn to classify transaction as 

fraud or non-fraud. 

7.Performance Assessment 

Model performance is evaluated using multiple metrics to ensure a reliable assessment. Accuracy measures overall 

correctness, while precision and recall evaluate fraud detection capability. The F1-Score balances precision and recall 

results. A confusion matrix is also created to show correct and incorrect predictions.   

 

IV. RESULTS AND DISCUSSION 

 

This section evaluates the performance of Logistic Regression, Decision Tree and Random Forest models for credit 

card fraud detection. The models are assessed using Accuracy, Recall, and F1-score metrics. 

• Real-Time Fraud Prediction Process 

 

 
 

Figure 2: Probability flow diagram 
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Figure 2 shows the real-time fraud prediction workflow. Incoming transaction data is first pre-processed and then 

evaluated by the trained Random Forest model. This produces a fraud classification and an associated probability score 

to help make risk-based decisions. 

 

• Model Accuracy Comparison 

 

 
 

Figure 3:  Model Accuracy Comparison 

 

Figure 3 displays the accuracy values of all models Random Forest has the highest accuracy at 99.95%. Decision Tree 

achieves an accuracy of 99.76%. Logistic Regression has an accuracy of 97.41%, Although Random Forest 

demonstrates superior accuracy, accuracy alone is not a reliable metric for fraud detection tasks because the dataset is 

highly imbalanced. Therefore, additional performance metrics such as recall and F1-Score are considered to ensure a 

more comprehensive evaluation of the final model.  

 

• Recall Comparison 

 

 
 

Figure 4: Recall Comparison 
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Figure 4 shows the recall values. Logistic Regression identifies more fraud cases, leading to a high recall. However, it 

also makes many incorrect predictions, which weakens its overall performance. Random forest delivers better and more 

stable results. 

 

• F1-Score Comparison 

 

 
 

Figure 5: F1-score Comparison of Machine Learning Models 

 

Figure 5 compares the F1-score. Random Forest achieves the highest F1-Score of 0.8482. Decision Tree earns a score 

of 0.5256. Logistic Regression has a very low value of 0.1089. Based on these values, Random Forest is the best 

model. Relying on accuracy alone is not enough for fraud detection because of the limited amount of fraud data. Recall 

and F1-Score provide a clearer picture of model performance. From all results, Random Forest is selected as the final 

model for this project  

 

V. CONCLUSION 

 

The increasing use of digital payment systems has made credit card fraud a critical problem that affects both users and 

financial institutions. This project focused on designing a fraud detection system using machine learning techniques to 

identify suspicious credit card transactions. To overcome the challenge of data imbalance, preprocessing steps and the 

Synthetic Minority Over-sampling Technique (SMOTE) were applied, which helped improve the learning capability of 

the models. Multiple machine learning algorithms, including Logistic Regression, Decision Tree and Random Forest 

algorithms were implemented and evaluated. Their performance was examined using evaluation metrics such as 

accuracy, precision, recall, F1-score and the confusion matrix. The results demonstrate that machine learning models 

are capable of detecting fraudulent transactions with improved reliability and can contribute to strengthening the 

security of credit card-based payment systems. The developed system also provides fraud probability scores for each 

transaction, enabling risk-based classification and real-time decision making. 

 

VI. FUTURE SCOPE 

 

In future work, deep learning techniques and real-time streaming data can be incorporated to further enhance fraud 

detection performance. The system can also be integrated with banking applications for automated transaction 

monitoring. 
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