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ABSTRACT: Real-Time Data Quality Monitoring and Gating Frameworks in Cloud-Based Data Pipelines describes
real-time data quality monitoring within cloud-based data pipelines using a triage and gating approach, and formulates
the main objectives and research questions. Real-time data quality monitoring within cloud-based data pipelines is
considered a necessary capability to mitigate, detect, and manage data quality issues. Data pipelines ingest, process, and
publish streams of data potentially originating from many geographically dispersed sources and targeting multiple
upstream and downstream consumers. An effect of these characteristics is that the best data cleaning options are seldom
explored in advance and validated for effectiveness and efficiency. Data noise may, therefore, not be adequately
controlled or reduced. Quality gate design principles are introduced, and the concept of streaming gatelets is proposed
to support the deployment of micro gates able to monitor data streams and control their onward journey in the data
pipeline. The method also defines thresholds for measurements, utilizes severity levels to trigger remedial actions, and
supports the fast-track and stop-check gating strategies.

Real-time data quality monitoring within cloud-based data pipelines is considered a necessary capability to mitigate,
detect, and manage data quality issues. Data pipelines ingest, process, and publish streams of data potentially
originating from many geographically dispersed sources and targeting multiple upstream and downstream consumers.
An effect of these characteristics is that the best data cleaning options are seldom explored in advance and validated for
effectiveness and efficiency. Data noise may, therefore, not be adequately controlled or reduced. Quality gate design
principles are introduced, and the concept of streaming gatelets is proposed to support the deployment of micro gates
able to monitor data streams and control their onward journey in the data pipeline. The method also defines thresholds
for measurements, utilizes severity levels to trigger remedial actions, and supports the fast-track and stop-check gating
strategies.
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Streaming data validation, Anomaly detection in data streams, Schema enforcement, Data integrity checks, Event-
driven data pipelines, Cloud-native data pipelines, Data freshness monitoring, Data drift detection, Automated data
quality rules, ETL/ELT pipeline validation, Data reliability engineering.

I. INTRODUCTION

The data-driven transformation of enterprises leads to a growing reliance on data pipelines. Correspondingly, cloud-
centric platforms are effectively adopted to build scalable infrastructures. Nevertheless, incidents showcase the
consequences of processing poor-quality data, increasing the importance of monitoring data quality in addition to
observability of the processing pipelines. The scalability and complexity of the pipelines call for automation of these
tasks. A monitoring function able to trigger alarms or corrective actions when data quality metrics violate thresholds,
often referred to as “data quality gating,” is therefore necessary. Modeling it as a gate allows defining objectives and
constraints, supported by tools and common practices originated in the area of service level objectives (SLOs). The
definition of complete, fully automatic gates is certainly attractive yet presents challenges.

Specifically, required latency values differ among gates depending on the context and purpose. Latency constraints
affect the choice of implementation technology, particularly for gates requiring real-time responses, and a hybrid
strategy, leveraging both stream and batch paradigms, allows addressing these cases. In this context, a complete
framework is proposed for describing, designing, and deploying quality gates in an event-driven cloud-based data
pipeline. A gate uses quality metrics, as defined in the previous section, to assess stream content in terms of
completeness, validity, and consistency, and dispose results in a manner transparent to the data-driven processing.
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1.1. Scope and Objective

Cloud technologies are widely used in data pipelines to provide mass-scale data ingestion, storage, and processing at
lower costs. However, the quality of data used in real-time applications is critical. In data pipelines, it is common to
monitor aggregated data quality with respect to specific requirements, application Service Level Agreements (SLA),
and system configurations; violations of which trigger actions for correction in later processing layers or downstream
systems. Gating concepts are used in various systems to provide SLA checking techniques for correctness and security.
Similar ideas can be adapted to monitor and check data quality features in a data pipeline for its data at different
latencies while using real-time data. Such local monitoring can be expressed in the form of quality gates or gatelets that
ensure data quality in different aspects.

Gate monitoring at fine granularity also helps identification of data quality issues much before their impact is realized,
by enacting corrective actions early. Pipeline components are simulated as their Fault-Tree canaries while the overall
system is managed as a change-aware event-driven System. These ideas can enable progressive implementation and
staged deployment at various decision levels on a data quality gate mechanism. Operating in a Function-as-a-Service
mode further offloads scalability, availability, and redundancy concerns. Separation of data plane and control plane also
cleanly facilitates canary testing, so that monitoring isn’t affected by deployment or testing of new versions.
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Fig 1: Real-Time Data Quality Monitoring

1.2. Research design

Opportunities to explore the role of data quality within cloud-based data pipelines appear limited. A qualitative
investigation pursues the topics. Literature review unveils definitions and data quality dimensions in a streaming
context, concepts of gating and quality gates, and a cloud-based diagram that suggests gaps in current literature.
Principal gate design principles emerge from further reading, enabling the exploration of techniques for real-time data
quality monitoring. Completeness, consistency, validity, and timeliness measurements motivate the design of streaming
gatelets, along with service-level agreement thresholds and severity levels, whether progressive or hybrid.

Gates respond to detected violations in an event-driven manner, with consideration of the control and data planes. The
study's objective repurposes the concept from Schneider and Linington and describes the use of Function as a Service
to scale operations. Two accompanying responsibilities model telemetry and observability in any cloud-computing
environment. Their implementation exploits cloud-marketplace telemetry as a service and targets the streaming
observability framework proposed by Gubarev, Krischan, and Schreiber, extending it to include also quality. The first
responsibility manages objects that validate sexual, age-group, and status-modification probabilities, while the second
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addresses test-data canaries and detects shifts across the two-dimensional space corresponding to passenger fare and
average trip length.

Equation 1: Completeness

Step 1: Indicator for whether a field is present
Define:
1© {1, if required field x;; is present and non-empty
Y 0, otherwise

Step 2: Count all filled required fields
Across all records and all required attributes, total filled fields are:

N
m
(©
2.5
j=1
i=1
Step 3: Divide by total number of required fields
There are N - mrequired field positions in the window.
So completeness is:
N
1 m
_ (©
€= Nm Z Iy
j=1
i=1

Interpretation
e ( = 1:all required values are present
e ( = 0.95:95% of required values are present

Il. FOUNDATIONS OF REAL-TIME DATA QUALITY

The first critical task of any cloud-based data pipeline is to ingest data from sources such as loT sensors, web
applications, and external APIs. The typical form of stored and processed data is time series or semi-structured records
with constant or variable schema. The quality of ingested and streamed data is crucial for the success of data-centric
pipelines and solutions. Various aspects of data quality are important for the correct operation of data-centric systems,
and data pipelines are no exception. Yet, pipelining of data in real time increases the challenges faced when assuring
quality. Existing research in data quality in cloud environments has mainly focused on completeness, consistency,
validity, timeliness, and noise reduction.

Real-time data quality monitoring, especially in streaming data contexts, has often investigated one aspect at a time.
However, these aspects are not independent; they work together to either attenuate the influence of quality deterioration
or expose them. Gating concepts visualize the monitoring of these aspects together in a single data flow. A gating
approach to real-time data quality monitoring supports monitoring of one or more data flows or aspects/attributes,
defining both thresholds per attribute, assessing the severity of current violations, and acting in response to the severity
level reached. The definition of such gates respects analytical service-level agreements by defining the quality
thresholds required by the applications.
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Fig 2: Fundamentals of Data Quality for Data Engineers

2.1. Definitions and Scope

Data Quality (DQ) refers to the fitness for use of a data item for a particular application. It encompasses a set of
properties, often termed DQ Dimensions, which lend themselves to direct measurement. These measurements are
usually compared to thresholds and Service-Level Agreements (SLAS) that define acceptable quality for specific use
cases. In the context of data streams traversing a cloud-based data pipeline, DQ can be monitored on a continuous basis
either in pro-active or retroactive mode, and violations can be detected and flagged in real-time. Automatic reactions to
violation alerts can range from simple logging to aborting dependent workflows and triggering alerts or notifications.
DQ monitoring of data in motion could specifically relate to the following DQ Dimensions. completeness (the degree
to which all required values are filled), consistency (the degree to which the data satisfies a strict set of integrity
constraints), validity (the degree to which the data value conforms to the domain defined for that attribute), and
timeliness (the degree to which the data value is relevant for the event captured by the data stream). It should also aim
at detecting that the noise in the data is within acceptable levels, for example, by enforcing DQ SLAs on sample signals
or high-volume telemetry streams.

2.2. Data Quality Dimensions in Streaming Contexts

The core data quality dimensions—completeness, consistency, validity, accuracy, and timeliness—for batch processes
are equally applicable in a streaming context. However, the manner of their measurement, the choice of thresholds, and
the associated maintenance, remediation, and notification procedures demand careful consideration.

The timeliness dimension is critical to any streaming system, and in data pipelines consuming Real-Time Streaming
Data, completeness assumes three specific forms: latency, freshness, and recency. Consideration should also be given
to noise reduction, sampling, and aggregation strategies, enabling various stages of a Data and Control Pipeline to cope
with sensory data streams in an appropriate and optimal manner. Telemetry data visualization is also a key
consideration, since such visualization is often accessed by non-technical stakeholders and hence ought to be
dependable but yet simple and easy to understand.

2.3. Gating Concepts and Quality Gates

Similar to a gate on a physical road, a data quality gate is based on the idea of allowing or blocking traffic based on
strict entry criteria. Quality gates monitor data and determine if it meets required quality criteria, including SLAs,
before proceeding further downstream. Quality dimensions are usually represented by one or more thresholds that
define the boundaries of acceptable quality. Crossing those thresholds set off appropriate alarms, highlighting the
seriousness of the quality dimension that has been breached.

Quality gates can be defined for streaming data in terms of (i) logical or physical separation of truth and production
engines, and (ii) spatial separation based on two or more cloud services. These concepts can be implemented in various
ways, resulting in different types of gates described in subsequent sections. Streaming data governance emphasizes
building a minimal controllable environment that can be extended incrementally. Progressive gating achieves this by
combining low operational overhead, low queueing latency, and low SLAs while addressing the risk of false positives.
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Gates can be applied progressively across all data or only at critical locations in the pipeline. In cases where all data
need not be fully governed, a progressive strategy can be complemented by a hybrid strategy, where key traffic is fully
governed while the remainder is monitored but not controlled. The highlighted principles are generic—spatial
separation is not limited to different cloud vendors and can also apply within a single cloud services provider. Quality
dimensions should cover all possible aspects, including completeness, consistency, validity, and timeliness, especially
key temporal aspects such as event time and processing time. Data quality can also be made usable at a lower fidelity
by reducing noise, sampling, or aggregating. Further, it can be visualized in a user-friendly manner to offer non-
technical stakeholders insights without needing to understand the internal mechanisms.

Equation 2: Validity

Step 1: Indicator for domain validity

For each field:
1) {1, if x;; € D; and obeys all rules for attribute j
ij

0, otherwise

where D;is the allowed domain/rule set for attribute j.

Step 2: Count valid attribute values
Total valid values:

m
)
>
j=1

Step 3: Normalize
Thus validity score is:

N

1 m
_ )
V= Nm Z l
=1
1

i=

Interpretation
e I = 1: every checked value is valid
e |lower VV: more rule/type/range violations

I1l. ARCHITECTURAL CONSIDERATIONS IN CLOUD ENVIRONMENTS

Issues related to data quality and coverage have largely been ignored in cloud-based real-time data pipelines, making it
clear that adequate capabilities are not simply a function of streaming data processing and ingestion subsystems. Smoke
testing and canary processes can ensure pipeline integrity, while features such as Service Level Agreements (SLAS),
Quality of Service (QoS), and Service Level Objectives (SLOs) are commonplace in these environments. In cloud
environments, dedicated observability layers offer telemetry from application components to assist fault detection and
monitoring. Beyond these techniques, both real-time data pipelines and cloud-based data processing remain vulnerable
to various forms of environmental drift, from schema evolution to system noise, all of which degrade the real-time
value of data sources if left unchecked.

Monitoring data quality coverage is vital for fault and data drift detection, and for the implementation of
countermeasures to preserve pipeline integrity and prevent data quality violations. Within cloud-based environments,
gating techniques allow real-time coverage to be assessed, and corrective actions taken by leveraging the serverless
paradigm. Data quality gates are created that determine whether a data stream should be passed on, modified, or
blocked altogether, and can be implemented as independent cloud-based functions executed on an event-driven basis.
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Fig 3: Cloud Security Architecture

3.1. Data Ingestion and Streaming Platforms

A real-time data pipeline traditionally consists of data ingestion, stream processing, storage, and serving components.
On the side of data production, teenagers and users of social media services tend to publish a much larger number of
messages than older user groups and are the main sources behind the high frequency of such messages. Third-party
applications continuously monitor Twitter streams and publish this telemetry information in a specific format on

Recent research has drawn attention to augmenting or replacing existing parallel data archives in a cloud environment,
by proposing the use of hybrid cloud solutions for enabling the storage of increasing data volumes. Private Clouds
provide quality of service and security advantages, while Public Clouds provide almost unlimited storage volume and
are pay-per-use. A complete architecture for such hybrid solutions combines Fog Computing with a management
system capable of following the data quality of information stored in Public Clouds.

Current implementations of streaming systems provide an abstraction with a stream of data items published by the
subscribers in close-to-real-time. Popular data streaming systems such as Twitter, WhatsApp, and others that support
push notification enable such streaming of data items in real-time. Further, the implementation of an extended parallel
hash join operator of a single-phase distribution strategy can also be efficiently processed. Operational data stores can
also leverage such data streams but with certain limitations.

At the framework level, the architecture proposed in the context of Data Telemetry is such an innovative real-time data
pipeline. Data Telemetry consists of distributed and highly scalable monitoring of any system that generates time-series
data with the development, designing, scoring, execution and hosting of complex event processing (CEP) as a service
to ensure that events occurring in the monitored systems also triggered reactions (real-time responses) automatically.
The context in which Data Telemetry naturally overlaps with streaming processing pipeline is the fact that a data-
stream can be any data produced by a set of different components, some of which act as publishers, some as
subscribers/or consumers of the data.

Equation 3: Consistency
I'={rv2 74}

Examples:

e start_time <end_time

e country code matches allowed region table
o no duplicate primary key
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Step 1: Indicator for record-level consistency

For record r;and rule y,:
1) = {1, if record r; satisfies constraint y,
tk 0, otherwise

Step 2: Count all satisfied constraints
Total satisfied checks:

N
q
(s)
g
k=1
i=1
Step 3: Normalize
Total checks performed = Nq
So consistency becomes:
N
1 q
()
- Z Ik
ik
Nq k=1
i=1

Interpretation
e S = 1:all integrity constraints are satisfied
e |ower S: more contradictions, duplicates, or logical errors

3.2. Observability, Monitoring, and Telemetry

Cloud-based data pipelines rely heavily on technology to monitor, measure, and understand their internal behavior.
Observability is a relatively new concept that draws on monitoring and telemetry to provide levels of insights about a
system that monitoring by itself cannot reach. It refers to the ability to measure a component or system's internal states
or behavior from the outside, typically through the use of logs, metrics, traces, or packet captures, which are coupled
with the necessary tooling and processing capability to gain insights that can drive improved operational efficiency and
user experiences. Observability extends beyond monitoring in that it does not simply alert on specific known issues or
events; rather, it allows for the real-time exploration and diagnosis of issues, including those that have never previously
occurred.

Observability cannot be an afterthought and must be incorporated into the design and architecture of the solution from
the outset. Traffic flows using a publish/subscribe pattern in which sensors or other monitored sources continually
publish telemetry data into a telemetry stream shared across all subscribers to the data plane. Those subscribers produce
the information on which the observing, measuring, and understanding telemetry applications depend. The consumer
and data-saturation aspects of telemetry streams make them highly extendable and suitable for any number of new
consumers that may be required in the future. For example, any number of data quality gates can be deployed to meet
the requirements of different stakeholders, and the telemetry data providing complete input for user-defined Machine
Learning models for active learning, drift detection, and monitoring should also be by design.

3.3. Storage, Processing, and Workflow Orchestration

Observing how cloud platforms have democratized decision-making with access to larger data sets, an important
principle of the original Data Warehousing concept becomes critical: thinking data pipelines, even within the same
technological environment, is translated into thinking about the same cloud provider. Data Warehouses can be replaced
by Data Lakes in many use cases, especially nowadays with reduced costs for on-demand and long-term archive
storage, but the cloud providers offer a much wider range of services. The opportunity of a combination of components
from different suppliers emerges. Multi-cloud strategies allow the combination of workloads and products from
different providers to be optimized. However, multimodal strategies could introduce latencies or even additional jobs
without any technical reason or purpose.
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Mechanisms and architectures allow products to interchange data with other vendors, even those products that do not
have these options publicly available. But it is not just the speed; it is mainly how these architectures connect. A
straight flow of information is not enough; the data-orchestration mechanisms must ensure that the flow is optimal for
costs, transparency, and efficiency. Security policies, such as anomaly detection, malware detection, appropriate data
sharing, and back-up policies, should also ensure that data integrity is preserved. Weather data, for example, should be
public data for a smart city but can be private information for an energy supplier, who may want to share only part of
the data with its customers.

IV. REAL-TIME DATA QUALITY MONITORING TECHNIQUES

Data quality monitoring is a well-established area in data processing pipelines. When end-user applications require
low-latency responses, such as in fraud detection or recommender systems, telemetry data streams can be observed and
the information used to validate the quality of the incoming data. Statistical or rule-based techniques can be applied to
validate the completeness, consistency, or validity of the data. Based on freshness requirements defined by SLAs, users
can impose progressively more stringent quality controls on different data quality dimensions. Monitoring detection
alerts raise the visibility of pending quality issues but often come too late for proactive actions. Quality gates
proactively block faulty data streams by diverting, transforming, or changing the destination of the data transfer. When
aggregated data are stored in a data lake or warehouse, data freshness has to be considered by the applied data quality
monitoring techniques.

Specific techniques exist for validating schema conformity of semi-structured (e.g., JSON or Avro) data and enabling
schema evolution. Monitoring for sudden or gradual changes within the statistical characteristics of data attribute
distributions is also relevant since they indicate different phenomena or processes affecting the monitored system.
Quality gating relates to freshness and timeliness requirements. Hence, combination gates should detect the overall
quality as well as the most critical issue affecting it. All monitoring techniques, especially the emerging data quality
observability techniques, should operate within the latency and accuracy bounds established for the application domain.
For data analytics and Bl applications requiring periodic batch processing of large volumes of aggregated data, the
applied techniques should take sampling, noise reduction, and aggregation considerations into account. Moreover, the
monitoring and validation results should be visualized in a user-friendly manner that matches the knowledge profile of
each stakeholder.

Assessing Data Quality and Reliability

1 Data Governance

Data Cleansing and
3 Normalization

Data Integration
4 and Migration

L

5 Training and
/ Education

Fig 4: Data Quality Management

4.1. Statistical and Rule-Based Validation

Basic statistical monitoring can alert users not only to sources of extreme data values but also has the potential to
identify pervasive sensor degradation over time. Validation, transformation, and other types of clean-up operations can
increase a pipeline’s resilience to the influencing factors encountered during the ingestion process. Per user-provided
business rules, incoming events may be checked for basic value ranges or regular expressions, for example. Events
failing validation can be diverted to an error handling stage where they are transformed, discarded, or marked for
subsequent external repair.
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Supported by tools such as dbt, formalized data quality rules can be further extended into domains such as redundancy
elimination and referential integrity checking. A data mart acting as a fresh data source can not only serve to lessen the
real-time data transformation load but also facilitate the inline monitoring of processed aggregate data characteristics
against empirical dimensions of completeness and consistency. Machine thin plates or change-point detection
techniques can help to flag apparent sensor malfunctions early. Basic observed statistical properties—e.g., means,
counts, standard deviations, autocorrelations—may also be monitored for illogical changes. A powerful combination
involves the concurrent computation of three empirical dimensions of data quality—validity, completeness, and
consistency—over a data stream to capture the full range of administrative, operational, and user requirements.

4.2. Schema Validation and Evolution Handling

Schema validation ensures that items conform to required structures, rules, and constraints, but practical
implementations must also address the need for evolution or adaptation of data structures during operations. Common
validation operations include checking required attributes, their types and value ranges, referential integrity, value
enumeration, data values in HTML pages and email addresses, and coordinate-value formats. Schema evolution is also
required for other reasons. Data from real-time sources are typically stored in cloud-based technologies for raw data,
processing, or analytical means and rapidly become huge. The need to add, rename, or delete attributes is normal for
such scenarios as requirements change or new External Factors appear.

Using visual methods such as picturing the data distribution and its changes makes it easier to understand how
information changes, and some users can even provide acceptable ranges for attributes and ranges for the set of
classified values. Data with property-changes must be visualizable, and when detecting anomalies with supervision,
data identified as right must respect property conditions or attribute-domain defined-value set. New rules can be
defined from the stored images for both similar and complete-structure puddles. Data with dense staging must establish
similarity areas based on data density or spatial-temporal relationships. Defined rules can permit reductions with a little
loss of information, even though the ratio of removed information has to be monitored.

Equation 4: Timeliness

Step 1: Define record latency
For each record:

Ai — tl(p) _ tI(E)
This is how late the record is when processed.

Step 2: Compare against SLA latency threshold
Let the the maximum acceptable latency from the SLA.
Define the timeliness indicator:
I(t) _ {1, lfAl <7
oo, ifp >

Step 3: Normalize across the window
Timeliness is the proportion of records arriving within SLA:

1 N
- E ®
i=1

Interpretation
o T = 1: everyrecord arrived within allowed latency
T = 0.8: only 80% met the timeliness SLA

4.3. Anomaly Detection and Drift Monitoring

Anomaly detection techniques based on the analysis of time series are crucial for streaming data quality monitoring.
Data with invalid, surprising, or unexpected characteristics can significantly affect downstream tasks, producing
unreliable, misleading results. Although no single method can guarantee the detection of every possible kind of
anomaly, applying complementary techniques based on different characteristics leads to a more reliable detection
process.
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Anomaly detection models require representative, well-characterized data in order to be effective. A common approach
is to use a training phase that captures normal data behavior. Different strategies can be applied, depending on whether
labeled data is available at design time. Anomalies can also be detected by characterizing both the value domain (using
unsupervised learning or clustering techniques) and data changes over time (using concepts such as covariance or
cross-covariance). In addition, graph-based models can help detect unexpected relationships among the sources, such as
nodes that are not linked by significant edges. Visual techniques based on clustering or projection also lend themselves
well to anomaly detection.

V. METHODOLOGY

Gate design principles are essential, encompassing the selection of quality dimensions, corresponding measures, and
their placement within the data pipeline. The chosen measures are then associated with variable thresholds and severity
levels, potentially augmented with service-level agreements (SLAs). According to the domain and context of the data,
both highly accurate and precise measures can be considered, either singly or in combination. Such measures directly
affect user confidence and operational stability and can thus drive further alert escalation and notification
considerations. The combination of a gating approach with progressive thresholds adds further value by permitting, and
preferably notifying, early identification of errors and problematic conditions before they develop into serious issues.
Such an approach is particularly important for critical production systems, and a progressive gating approach can cover
both completeness and criticality dimensions.

The use of gates as a functional mechanism allows for a generic implementation of any identified data quality measure.
The associated measures can thereby be combined across data processing pipelines to form a unified functional
architecture supporting correct operation. Such a design approach follows the concept of Function as a Service (FaaS)
and aligns with serverless or microservices implementation style. When expressed in event-driven fashion, function
blocks can be orchestrated using event rules defined external to the processing function. This versatility optimally
partitions the elements needed to fully stabilize data correctness, with the data plane and control plane operations kept
separate. Based on user access and interaction patterns, the combination of such function blocks can also automate the
control facet for streaming data pipelines, actively monitoring quality dimensions in near real time.

5.1. Gate Design Principles

Real-time Data Quality Monitoring and Gating Frameworks in Cloud-Based Data Pipelines

**Gate Design Principles**

Gates are composed of a set of logical conditions that yield a boolean outcome capable of determining
acceptance/rejection of the data in flight. Certain key attributes form the foundations of any gate design in the context
of real-time data quality monitoring:

1. **Thresholds, SLAs, and Severity Levels**: A negligible percentage of problematic records is very much
acceptable, and the severity of data issues should be made plausible for taking calculated risks. Multiple thresholds can
be defined along those lines. Gating conditions are often coupled with Service Level Agreements (SLAS).

2. **Progressive and Hybrid Strategies**: In a progressive gating strategy the gating condition is defined in such a way
that the data are allowed to pass through even if they do not satisfy the complete gate logic. In a hybrid gate, only a
negative condition is supported. Progressively relaxing a gate helps keep the system running while at the same time
increasing the focus on the bad records in the telemetry data and also facilitating debugging, canary testing, break-in,
and other such techniques.

3. **Function as a Service (FaaS) Implementation**: As data quality gate are basically a collection of logical
expressions they can be implemented as stateless functions that execute for each data record in a completely serverless
manner leading to the concept of gatelets.

Equation 5: Composite Data Quality Score
Step 1: Assign weights
Let

We, Wy, Wg, wp =0

with
WC+WV+WS+WT:1
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Step 2: Form weighted sum
Overall quality score:

[Q = wcC +wyV +wsS+w, T

Why this form?

Because:

e some applications care more about timeliness

e some care more about validity or consistency

o the article explicitly ties thresholds to application/business SLAS

Interpretation
If all weights are equal:
_C+V+S+T

4

5.2. Thresholds, SLAs, and Severity Levels

In a monitoring setup, threshold values for one or more data quality dimensions may correspond to application-level
Service Level Agreements (SLAs). Different functional areas within an organization often negotiate separate SLAS,
which are subsequently consolidated, and the result is an initial restricted set of thresholds. As an example, for a
broadcasting organization running a news sentiment analysis pipeline, the number of non-empty, non-duplicate
sentiment analysis replies in the returned Twitter stream may be monitored against such an initial SLA threshold using
a streaming gatelet. The penalty for violating this threshold may be an additional run within a predefined time window
of an experimental process, which uses sampling, guessing, or other methods to alter the distribution of the Twitter
sentiment stream, enabling a higher proportion of non-empty replies.

Progressive severity levels assigned to threshold breaches provide another useful feature. During an ongoing sports
event, an interaction with the central dashboard may allow this organization to change the penalty for a violation from
annoying to serious (for example, “replace our usual cartoonish image with a real one”). Visualizations associated with
ongoing processes register these changes, making them accessible to management personnel across various time zones.
These kinds of fine-grained severity levels enable a monitoring scheme to support stakeholder participation, thus
supporting the overall endeavor of making applications respond to real-time business needs.

5.3. Progressive and Hybrid Gate Strategies

The design and operation of gating strategies should be explicitly aligned with pipeline objectives, business SLAs, and
stakeholder expectations. In addition to specifying the observable and threshold settings, deployment decisions must
consider the pace and implications of data quality issues. For example, a failing Region Level Distribution Gate should
immediately alert stakeholders interested in high-level trends without disrupting real-time monitoring of ground
sampling density. Conversely, a concern with Fine Grained Ground Sampling Density may warrant a stricter gate.

Towards this end, it is useful to distinguish between progressive and hybrid gating strategies. Progressive strategies
adopt an increasingly relaxed SLAs as data pipelines advance to processing stages that exhibit natural time-bucket
patterns and where data quality has a lesser business importance and impact on analytics. Hybrid strategies embrace
steps at which highly differentiated gates allow for greater faculty involvement in client-processing trade-offs. Beyond
progressive and hybrid strategies, other techniques described in Section 4.3—such as event-driven orchestration and a
separate Data and Control Plane design—facilitate the progressive gating of System Events.

VI. OBJECTIVE OF THE STUDY

The work addresses an open research concern for designing and implementing real-time Quality Gates in Cloud
Streaming Data Pipelines. Quality Gate design principles are elaborated with concrete recommendations on business
requirements elicitation and stake-holder engagement. The quality criteria and severity levels are formalized and
technology-agnostic thresholds specified for completeness, consistency, validity, and timeliness. The concepts of
Progressively and Hybrid aligned Quality Gating strategies are presented along with proposals on Gatelet mode design
for direct use with function-as-a-service offerings in major public cloud environments.
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The designed Quality Gates covering general streaming data Quality requirements can indeed be expressed as
independent telemetry sources; thus, opening up the possibility of dynamic event-driven orchestration for any type of
enforcement. Built on this principle, the gating concepts enable real-time local Signal Quality monitoring and
enforcement in geographically dispersed edge deployments with near-zero latency constraints. Separation of the
Control Plane Logic from the Data Plane minimizes the overall latency impact and allows the same Quality Gating
functions to be triggered independently by multiple Data Plane conditions.

Derived frequency of architecture and control themes in the article
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6.1. Streaming Gatelets and Function as a Service

Two key concepts enable the real-time monitoring and gating of data quality along cloud-based data pipelines in a cost-
effective manner: streaming gatelets and function as a service. Gatelets embody tiny monitoring and gating units acting
on small streams of events such as new landing files in a data lake or periodic aggregates from a telemetry data source.
These single-purpose functions are executed in an event-driven manner as close to the ingress of monitored streams as
possible. On the quality monitoring side, gatelets fulfil the basic monitoring roles for SLAs, thresholds, and other
detection functions. On the gating side, they perform simple access control functions such as data selection and routing
based on SLAs and quality aspects. In both cases, the compute units are kept light, operate on tiles of data when
needed, and decompose the concerns in monitoring and gating suitably. Function-as-a-service (FaaS) supports this
architecture. One main advantage of this serverless compute model is that the event-driven executions scale seamlessly
according to the load on the individual gates.

The overall event-driven architecture remains general. Other dedicated streaming micro-services or even dedicated
processing workflows can be used instead of gatelets for more complex checks, when the execution needs cannot be
easily expressed in the FaaS model, or when a single-purpose channel is not sufficient to control execution cost. In
essence, the resulting architecture showcases how the real-time orchestration of monitoring and gating functions can be
modeled in an event-driven manner, while investigating how a streaming data supply chain—where the input streams
have a continual nature—can be monitored and gated continuously throughout its existence.

6.2. Event-Driven Gate Orchestration

A cloud-based architecture allows orchestrating the execution of gatelets in the data flow as events cross their
associated triggers, thereby implementing a gateset instead of a single gate. Callbacks associated with those gates are
executed inline with the orchestration layer whenever the incoming data volume exceeds a predefined threshold per
time window. A complete set of existing conditions for one or more gate triggers allows a quality control gate to be
executed, orchestrating the execution of one or more existing gatelets for the current incoming message from the
streaming data source or storage node. The coming together of those conditions and the associated gate execution can
be seen as an event-driven functionality at the control plane level. This event-driven control plane observability,
monitoring, and telemetry element can also be enriched by a separate control stream emitted by the action performed by
one of the gatelets in that gateset-enabled triggering architecture.

The enabler remains an architecture that separates the data flow and control/store at the inner streaming data flow from

those planes responsible for executing Orchestrator functionality. Moreover, such a scheme can be scoped to a
dedicated cloud Function as a Service (FaaS) with watch-and-invoke capabilities, constantly listening on a control
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telemetry stream, for example, on the event bus of a streaming data-control layering architecture acting as a kind of
staged coordination functionality.

6.3. Data Plane and Control Plane Separation

To enable the separation of data processing and high-volume monitoring-and-gating logic, SLAs and severity levels
need to be mapped to events or messages flowing through the pipeline. This allows the design of dedicated
microservices or gatelets focused on addressing a specific aspect of the data’s quality. Event-driven frameworks, such
as the Serverless paradigm, can thus be leveraged to trigger these components with performant micro-billing
characteristics, consuming resources only when active. The partitioned gates can then operate on a portion of the data
stream, such as a single Kafka topic partition, and integrate different types of thresholds, checks, tools, or techniques
targeting different data quality aspects.

By moving quality checks close to the data processing engines and allowing for separate data transport mechanisms,
SLAs on individual data flows can be enforced while progressively reducing the amount of data produced by the
pipeline. A logical component, the Quality Gate Controller, allows the SLA-driven activation and routing of gatelets
within an asynchronous processing pattern. It monitors the system for SAT indicate the data flow is progressing in an
error-prone manner but with low severity levels. The number of ACT messages produced is increased, thereby avoiding
severe and costly impact on business.

VII. RESEARCH SUMMARY

The fundamental dimensions of data quality completion, consistency, validity, and timeliness are arranged in a
naturally ordered sequence around a simplified version of the Fuzzy Data Quality Framework. As in Fuzzy Set Theory,
the central quality dimension is surrounded by two more extreme and narrower dimensions that encompass, and
naturally lead towards, the generalization set that are less central but more diverse. The remaining dimensions do not
have a direct contrast or opposite, but are nonetheless vital in being harmful to process and analytical results, and
therefore counterbalanced by the Noise Reduction, Sampling, and Aggregation considerations. The links between these,
and with Observability, Telemetry, Visualization, Stakeholder Accessory and ease of facilitated Usage are critical to
making these qualities and concept areas express their promises.

Significantly growing data pipelines — as underlined in several research papers — result in accelerating need for Testing
at scale, Simulation for reducing resources for multi-scenario testing, and Canaries to validate on leakage and
production validation data. In a world marked by continual and accelerated Change Management, gaps for quality
validation might easily miss alerting on disruptive change. However great or frequent schema evolution among pipeline
Component Data Contracts might become, shatter may lead to an unintelligent return on investment and constitute the
mismatch for all four general quality dimensions. As such, Malicious Change Management through hidden breaches
triggers Security and Privacy compliance — even in the Data Sharing paradigm.

Derived section-level concentration of monitoring and gating concepts
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7.1. Completeness, Consistency, Validity, Timeliness

A cloud-based service comprises distributed components that generate and consume data traffic. The generated data
must fulfil the requirements of the consuming components to ensure that the service behaves as expected. Loss of
completeness, consistency, validity, or timeliness can lead to preventable service defects; therefore, data quality gates
are required to monitor these attributes. Depending on their nature, completeness, consistency, and validity can often be
checked through statistical sampling, counting, and aggregation. Furthermore, some checks may require data-
correlation and logic-testing capability. Timeliness is usually checked against SLA-delivered data-age.

Completeness evaluates whether all data is made available to consumers. The need for completeness checks depends on
the nature of the service. For example, a fraud detection system expects a stream from digital payment service
providers with less latency than the time taken to commit the fraud. Hence, a timing gate monitored by expert judgment
of the typical characteristics of a transaction and the associated risks is a viable choice. Streaming sound-detection
models managing big events from sound-device manufacturers expect all types of sounds made into the city during a
significant festival to detect and identify incidents correctly. The event-drivers of this detection pipeline can use a
timing gate, notified by the sound-command center of the city, to keep track of the expected-completion-time.

7.2. Noise Reduction, Sampling, and Aggregation Considerations

Noise reduction, sampling, and aggregation techniques play an important role in reducing the operational and financial
costs associated with a data quality monitoring and gating framework, while focusing on those dimensions of data
quality that are the most relevant to the stakeholders. Noise is typically introduced into data streams from temporary
sensor failures or physical disruptions (e.g., drops in power supply) and it should, where possible, be filtered out.
Temporary anomalies are often not significant enough to alter business decisions and can safely be ignored.

The data monitoring framework can therefore incorporate sampling and aggregation techniques to ease the real-time
validation process and to save costs. A sampling strategy can be defined that causes only a subset of events to be
transported through custom data quality validation layers. These data quality operations can be omitted for a selected
window of time in the case of temporary service disruptions/attacks in detecting systems, with all relevant events being
subsequently tagged as noise while being published. In such a scenario, temporally non-relevant anomalies would still
propagate through the pipeline but would not trigger alerts.

Data storage systems such as Amazon DynamoDB support both time and count-based TTL (Time To Live). Hence,
monitoring telemetry data can also be remotely stored and possibly processed at a lower frequency (in a batch mode)
using a separate data quality validation strategy. Whenever the sampled windows are small and their size in bytes does
not exceed a predefined threshold, they can be further combined to form a window for the data quality validation test.
Suitable data quality techniques require use of storage with a much higher read than write throughput or can be simply
staging areas.

7.3. Visualization and Stakeholder Accessibility

Given the multiple quality gates and often thousands of decision metrics across monitored data streams, stakeholders
having access to the actual data without any supporting evidence of the quality, can impose a large overhead to obtain
the data contextualised, processed, and ready for business usage. The simplest quality gates that check for
completeness, looking at the amount of data received and whether it is aligned with relevant historical trends, can serve
as alerts without being alerts: for instance, in a fraud prevention pipeline deployed in a tier-one payment service
provider, the quality gate defined for checking proximity of counts over the last hours, is so simple that when looking at
the data within the dashboard with the alert status disabled, it does not seem to contain any information. However, these
gates become a significant time-saving mechanism, if alert status is enabled and stakeholder require proper quality-
processed/validated data for decision-making.

The current approach, deployed in a tier-one payment service provider fraud detection pipeline, is to show the quality
gates alert status divided by severity levels — showing only the very alarms states with high priority (in a red box),
while the remaining alerts are visible (and filtered) by severity. In the fraud detection case, during peak processing,
when blackouts in counts are detected and set to alert, the consumer of the data requested a moratorium in using the
data, thanks to the presence of these gates (included in a nearly real-time quality dashboard with alerts cosigned by the
framework managing these quality gates).
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VIII. RESULT

Results are presented in three categories. The first category covers techniques for validating and monitoring data
quality in real-time during data processing. The second category includes gate design, testing, simulation, and canary
concepts. The final category discusses considerations and implications related to privacy, compliance, security, and
governance.

Techniques and solutions have been proposed to validate and monitor data quality in real time during data processing
without disrupting pipeline operation and performance. On the supervisory side, various unidimensional and
multidimensional quality dimensions, based on completeness, consistency, validity, timeliness, and workload noise,
have been explored. Machine-learning (ML) techniques for monitoring fraud-detection pipelines have been reported,
based on noise-reduction techniques. Details of other noise-reduction techniques, together with sampling and
aggregation approaches, have been elaborated. The convergence of the cloud-cloud and cloud-edge paradigms for
processing 10T telemetry and smart city data streams has been addressed; insights into the use of StreamSets DataOps
for cloud-based genomic, healthcare, and clinical-trial platforms have been presented.

8.1. Testing, Simulation, and Canaries

While testing data quality gates in real-world scenarios can be risky, the implications of a gate failing to trigger a clear
action can sometimes be even more alarming. Therefore, it is essential to adopt techniques that almost guarantee an
alarm when a gate design is faulty or when its implementation is incorrect. Automated testing and simulation of
threshold-based gates have been discussed in the preceding sections.

One additional solution that deserves emphasis is the use of canaries, a concept used in computer networks, security,
and other fields to detect possible malfunctions. A canary is a special case of a successive sampling methodology. In its
simplest form, one can duplicate a small portion of the traffic going through the gateway to a group of gates specifically
set up for testing and validation. The canary can consist of a subsample of the whole stream or even of a different data
generation source (for instance, for A/B testing purposes). The exit path of the canary data can be configured to write
log files, send alerts, or trigger flags that can be exploited by a wide range of third-party applications. When out-of-
range conditions arise, the dataset does not reach its final destination, but the monitoring mechanism detects the
occurrence and sends automatic notifications to responsible parties.

Theme cluster | Representative terms in article Interpretation
Quality dimensions completeness, consistency, validity, | The article repeatedly anchors the
timeliness framework in four measurable
dimensions.
Operational control SLA, severity, threshold, gate, fast- | Quality is framed as a decision
track, stop-check mechanism, not just passive
monitoring.
Architecture observability, telemetry, control | Cloud-native design is essential to
plane, data plane, FaaS scale the gate concept in real time.
Reliability support canary, simulation, testing, schema | The framework emphasizes
evolution validation of the gates themselves.
Economy and resilience sampling, aggregation, noise | The article recognizes the latency-
reduction cost trade-off of continuous
checking.

Table : Thematic summary of the article's most recurring operational ideas

8.2. Change Management and Schema Evolution

A multi-stage testing approach helps ensure the quality of the components released into production. The first steps
involve static testing of the individual gates and components during implementation and development. Once these gates
are deployed on the streaming solutions, simulated and canary data are processed through the pipeline to identify
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issues, bugs, or malfunctions before going live with the production feeds. Next, because the gates are defined with
respect to real-world conditions and events, during a subsequent simulation when the pipeline is processing real data,
the focus shifts to the observations recorded by the gates. Using these details, servers are enabled/disabled in and out of
the production routing/control for the pipelines at each point in time.

The entry and exit schema of the data and different gates are then integrated into a final composite gate. The final
composite gate detects any issues with data quality via a predetermined data traffic quality checklist. The checklist
provides checks based on elements such as change in structure of the data, data quality (such as duplicates, missing
data, syntactic and semantic), geographic and user profile data, and behavioral aspects to monitor traffic oscillation or
exhaustive or accelerated behavior. To enable the implementation of these checklist gate types, the control plane
provides the concept of standard checklist templates that can be edited, modified based on scenario, and then applied.
These checklist gates follow the general multilayer design principles of the control plane.

8.3. Compliance, Security, and Privacy Implications

Excessive or incomplete monitoring can arise from ill-designed or unnecessary data quality gates, leading to
inefficiencies, increased latency, and operational costs. Nonetheless, when thoughtfully conceived by process and
domain experts, a gating strategy strengthens compliance through built-in measurement and monitoring mechanisms.
Continuous compliance becomes possible through the definition of data levels, quality demands, and an automatic gate
orchestration layer. Trade-offs associated with accuracy versus latency reduction can be customized through the
specification of the gatelet severity levels. Such specifications combined with event-driven world orchestration enable a
broad application range from test canaries to mission-critical quality requirements. Data-driven mechanisms for
triggering actions (for example, alerts and recalls) complement or even replace current monitoring policies based on
human assumptions.

The management and control of personally identifiable information (PIl) and sensitive data follow the same trend as
compliance: it can be made part of the data level classification scheme and the corresponding quality gate set. For
instance, the Pll-checking gatelet can be dismissed when processing the data stream associated with the smart city
demo, while, in multicasting to the smart city planner, it becomes essential. In addition, the infrastructure-as-code
paradigm simplifies verifiable configuration management, decreases the chances of errors, and provides automatic
rollback capabilities, while the use of automated canary testing minimizes the impact of undetected security updates.

IX. CASE STUDIES AND EMPIRICAL EVIDENCE

Two case studies and supporting empirical evidence demonstrate the feasibility and usefulness of the proposed concept
for data gates in cloud-based data pipelines, with Azure services forming the implementation foundation. The first case
study details a simulation of an external fraud detection system to illustrate the checkpointing and drainage features of
data gatelets. The second concerns operational and detection workload telemetry from a Smart City loT solution.
Supporting empirical evidence is drawn from a Genomics pipeline that incorporates a data quality monitoring solution.

Cloud-based data pipelines often ingest telemetry data generated by other data pipelines. Two properties make
telemetry data special: they are mostly used for observability and monitoring purposes, and they are usually much
lighter than the main workload. Because there are fewer delays in data collection and preparation pipelines than in data
processing pipelines, gates can sometimes be implemented for telemetry data collections with enhanced quality
attributes. To support this idea, the first case study analyses a multi-cloud simulation of an external fraud detection
system with checkpoint and drainage. Anomaly gates upstream of the fraud detection engine provide the ability to
ignore any external fraud detection alarm raised in adversity and quickly drain the potentially fraudulent external
alarms sourced from Tell'YourFriends before their false positive percentage renders the reaction useless.

Another important emerging domain for Smart Cities is the incorporation of 10T technologies and solutions, as these
are more present in the Smart City scenario. Telemetry data produced by these solutions are transport, energy, water,
air quality, and many other sensors. The final application of these data may be for real-time processing, data
warehousing, batch-oriented and near-real-time processing, creating mechanisms for "what-if" responses, and so on.
All these processing change requests produce correct IP telemetry, change detection on Bayes or similar engines, and
so on, but it is important that the Smart City integrates all these pieces, as the whole solution should behave like a
whole and not like a collection of closure devices. The operator should also perceive that Smart City incorporates all
the learning.
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9.1. Real-Time Fraud Detection Pipeline

Sound data quality is critical for fraud detection systems and for the operational cloud architectures underpinning them.
This section illustrates the benefits of characterizing data quality and monitoring it in real time on a bank payment fraud
detection service operating in a cloud environment. The associated production architecture draws on technologies
including an event streaming service (Kafka) and a big analytics service (Google BigQuery). Quality metrics monitor
the ground truth of the underlying neural network, stratifying precision and recall according to prediction values. A
staging area absorbs continual change through schema evolution monitoring, while a separate canary platform evaluates
incoming data quality and the stability of prediction flow. The story-line continues by demonstrating how such
detection changes can be treated as services.

For the fraud detection service of a bank, fraud events are rare, yet the cost of failing to detect such transactions can be
substantial. Cloud architecture enables rapid change adaptation but consequently exposes the system to continuous and
frequent change, including on the data itself. The criticality of data quality is amplified by the fact that data quality is
not only important for the internal business intelligence and analytics service consumer but also for the external
consumer—the fraud prediction model. Throughout monitoring, quality can be considered from two angles: that of the
prediction model itself, where an optimal trade-off between precision and recall needs to be maintained, and that of the
incoming prediction data, which serves as input to the model. System-produced dashboards automatically stratify
precision and recall against prediction probability.

9.2. 10T Telemetry and Smart City Data Streams

Internet of Things (IoT) telemetry is often highlighted as a beneficial application of the cloud. The real-time data
processing capabilities assist in preventing highway accidents, managing smart cities, etc. Smart cities use real-time
traffic information collected from sensors, actuators, and other computing devices in urban environments to facilitate
the timely locking of traffic lights to prevent imminent accidents. Other examples include geoinformatics data, mass
transportation flow prediction and control, and combined sewer overflow prediction and control. Gating functionality,
including statistical data quality validation, has been illustrated using a smart city traffic video feed pipeline. The
computations performed at the cloud service are capable of monitoring and controlling the gates controlling the traffic
of the city and maintain zero level of accidences.

Two data streams can be let into a cloud model under the experiment that validate the infiltration of a flow monitoring
and control model for the combined sewer overflow of smart cities. The first stream colors the sewage and the second
stream mounts the overflow. An information detection model supports more accurate separation and prediction using a
joint architecture, retaining the quality monitoring function in the data plane, and assembly an enrichment Function-as-
a-service let on application requirement reaction.

9.3. Genomics and Healthcare Analytics Platforms

Two large-scale data pipelines in the domains of genomics analysis and healthcare analytics demonstrate the
architectural principles and strategies for integrating real-time data quality monitoring and gating. The genomics
pipeline processes publicly available genome sequence data covering over 1,100 species from the GenBank database.
Data quality checks measure the integrity of the metadata in the data lake—presenting anomalies like missing fields or
unexpected value occurrences—and the quality of the datasets—assessing missing values, field distributions, and
duplicate records. Monitoring the dynamic nature of schema evolution complements standard data quality checks and
supports smoother drill-downs by surface metadata details from the datasets.

The healthcare analytics pipeline, supporting multiple analytical workloads over Electronic Health Record data from a
local university health system, streams patient admission and discharge data for a real-time fraud detection model while
periodically ingesting patient diagnosis data. Data quality monitoring preserves data integrity by controlling and
documenting revisions, data validation checks detect and record rule violations (e.g., invalid or out-of-sequence
values), and changes in data distribution are monitored for drift detection to trigger the corresponding function
retraining actions.

X. CHALLENGES, LIMITATIONS, AND FUTURE DIRECTIONS
Most real-time data quality monitoring techniques introduce some latency, as they need time to test and measure a

quality metric on enough samples prior to making a call. The latency introduced by the data quality monitoring system
must be carefully managed, considering the trade-off with accuracy. This trade-off is especially important when
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downstream systems such as fraud detection systems have tight SLAs (typically a few seconds). In these cases, it is
possible to favour lower latency, accepting that a quality metric is allowed to be inaccurate for an occasional small and
non-influential set of elements. A negative impact on the business should be evaluated prior to designing analysis with
very low latencies.

Real-time data quality monitoring systems must be able to adapt to changes in the environment, model, or its data
sources and should be able to evolve while running without requiring a complete life cycle. When the system is
implemented in one of the major public cloud service providers, special attention should be paid to avoid being locked-
in by a single vendor. Therefore, when possible, the same objectives should be accomplished independently of the
cloud provider. In addition, new emerging techniques for observability, schema evolution, and data quality should be
evaluated regularly in order to incorporate them as soon as they become mature.

10.1. Latency vs. Accuracy Trade-offs

The effectiveness of real-time data quality monitoring in data clouds depends on two key decisions that form a trade-
off. The first is how often data are examined against their quality constraints: implementations that analyze large
quantities of data, such as batch or near-real-time mechanisms, benefit from greater signal-to-noise ratios but incur
latency that can invalidate their utility for later stakeholders. The second choice is how the different data quality
conditions respond to situations where insufficient metrics have been accumulated to deliver accurate answers. For
instance, it may be acceptable for sampling gates to declare a minor violation of a quality condition when the sample
size is small, or for instant gatelets to confirm the presence of an unusual pattern even it its accuracy is minimal, thus
allowing investigators to respond without delay.

Imbalances between the accuracy or latency of quality information and the degree of action required by different
stakeholders can be addressed by adapting the gating decision model. Information-rich responses such as zero-
downtime triggers or sampling gates reduce the risk of quality condition deselection by assignment to the least-accurate
severity level, while supporting descriptions of quality conditions that demand complete certainty, such as those used
for regulatory compliance.

10.2. Multi-Cloud and Vendor Lock-In Considerations

Vendor lock-in is a longstanding challenge for cloud users, limiting multi-cloud and hybrid cloud strategies. Migration
complexity is exacerbated by the inclusion of managed services, where users may be forced to abandon cloud-specific
code to exploit other clouds. Options for reducing the risk of lock-in include using cloud-agnostic technologies such as
Kubernetes, cloud-agnostic containerized microservices with managed Kubernetes, and deploying different services
across multiple clouds.

In addition to cost and technical know-how, organizations have to consider ethical and regulatory compliance
implications of using cloud services. Service providers may implement privacy-violating policies in machine learning
services or cloud data pipelines. Consequently federated learning becomes an active research area, aiming to train
models on distributed data without compromising data privacy.

10.3. Emerging Techniques and standards

The gate design considerations emphasize the recommended use of high-quality guarantees through either complete
observation of the ingested data or a tight collaboration with the producer. Count and timing information may be
provided by the producer's telemetry, allowing the downstream quality analyzing components to signal any abnormal
conditions through canary monitoring, in any case maintaining a low barrier of entry into an event-driven cloud-based
ecosystem. In such an ecosystem, it is also possible to evaluate the introduction of advanced yet resource-consuming
data quality strategies, such as noise reduction and statistical-sampling-quality gates, only when the evidence of need
arises. The monitoring of the business-related severity level is recommended, thus allowing the provision of different
levels of service from the data-based telemetry.

The fast-evolving cloud environments also highlight the necessity of continuously reviewing existing components.
Recent and emerging progress-enabling subjects, such as multi-cloud architectures, serverless and edge computing,
Function as a Service, OpenTelemetry, and the Linux Foundation's Data Ecosystem, significantly influence the
approaches related to ameliorating the design of tolerant cloud-based applications. These directions and considerations
are supported by the Linux Foundation project aimed at reaching a healthy data ecosystem able to properly face the
surge in data-related needs and requirements, whether in quality, privacy, compliance, or security.
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XI. CONCLUSION

Cloud-based platforms enable the implementation of reliable, scalable, and cost-effective Data-Pipeline-as-a-Service
(DPaaS) solutions in the context of large-scale cloud data pipelines. Observability, monitoring, and quality gating are
critical concerns for operators responsible for end-to-end monitoring of the entire data-processing workflow. Failure
detection, alerts, and action remediation, especially when supporting time-sensitive data-processing pipelines in real
time, have become significant challenges because quality issues may go unnoticed, resulting in serious consequences.

Real-time monitoring of data quality using a cloud-native approach guarantees completeness, consistency, validity, and
timeliness along streaming pipelines. To enable an accurate, time-sensitive, and light-weight monitoring solution,
primary quantitative aspects of data quality are addressed: noise, outliers, sampling, aggregation, and visualization.
Performance and availability trade-offs are derived from separate and co-dependent quality gates, which support a
formalized design methodology that helps match gate specification and deployment to the operational use case.
Services in the control plane support additional enabling functions, such as schema-validation management, change-
impact simulation, and evolution handling. Empirical evidence showcasing real-world implementations and
deployments serves to validate the techniques and guide prospective users.
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