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ABSTRACT: Ensuring election integrity is crucial to uphold democratic values and prevent fraudulent activities such
as fake voting and multiple voting attempts. Traditional voter verification methods, such as checking physical identity
cards or signatures, can be easily manipulated or forged, leading to potential electoral fraud. Biometric systems,
especially fingerprint recognition, are widely acknowledged as reliable because fingerprints are unique to each
individual and difficult to replicate or fake. Fingerprint authentication eliminates the need for voters to carry physical
IDs or documents, which can be lost, forged, or misused, making the voting process more secure and efficient. In the
proposed system, fingerprint scanning serves as the first line of defense against fake voters. At the polling station, every
voter is required to place their finger on a fingerprint scanner. The system compares the scanned fingerprint with a pre-
registered fingerprint database that contains data of all eligible voters. If the scanned fingerprint matches a registered
voter’s fingerprint, the system confirms the voter’s identity and eligibility to vote. Therefore, to add a second layer of
security, an OTP (One-Time Password) verification step is integrated into the system. Therefore, to add a second layer
of security, an OTP (One-Time Password) verification step is integrated into the system. Once the fingerprint scan is
successful, an OTP is automatically generated and sent to the voter’s registered mobile number. The voter must enter
this OTP at the polling terminal to confirm that they are in physical possession of their phone linked with the registered
voter profile. This OTP verification acts as a dynamic security token, making it extremely difficult for someone to vote
using stolen or fake biometric data.

KEYWORDS: OTP Verification, Iris Scanner, Fingerprint Sensor, Neon Database, 2 Step Verification., Artificial
Intelligence.

I. INTRODUCTION

Artificial Intelligence (Al) is one of the most rapidly growing fields of computer science that focuses on creating
machines and software capable of performing tasks that normally require human intelligence. These tasks include
learning from experience, understanding natural language, recognizing patterns, solving problems, making decisions,
and even showing creativity. In simple terms, Artificial Intelligence is the ability of a machine to think, learn, and act
like a human. The concept of Artificial Intelligence is not new. The idea of intelligent machines dates back to ancient
myths and philosophical discussions, but Al as a scientific field began in the mid-20th century. In 1956, the term
“Artificial Intelligence” was officially introduced by John McCart hy at the Dartmouth Conference. Since then, Al has
evolved from simple rule-based systems to advanced technologies such as machine learning, deep learning, and neural
networks. Today, Artificial Intelligence plays a vital role in our daily lives, often without us even realizing it. From
voice assistants like Siri, Alexa, and Google Assistant to recommendation systems on Netflix, YouTube, and Amazon,
Al is everywhere.

Il. LITERATURE REVIEW
Goma E1, Manasa G2, Manjula B3, and Sanchana S4 Proposes a multi-factor biometric voting system using deep
learning techniques. It uses Convolutional Neural Networks (CNNSs) to process iris, face, and fingerprint data for voter

authentication. The system achieves high accuracy by combining multiple biometric layers and OTP verification,
reducing impersonation and fraud. The integration of CNN improves feature extraction and matching performance.
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However, the system requires high computational power (GPU support) and raises privacy concerns due to storage of
multiple biometric data.

T. Keerthi, M. C Chinnaiah, Apurva Kumari, Asharani P., D. Harikrishna, and G. Divyavani presents a fingerprint-
based voting system integrated with 10T technology. It uses basic fingerprint authentication controlled by an Arduino
Uno and data transmission through an ESP8266 module. The system ensures accurate voter verification and real-time
result monitoring using cloud platforms. It improves transparency and reduces manual errors in voting. However, it
mainly relies on single-factor authentication and has limited scalability, making it less suitable for large-scale elections.
R. Karthik, S. Karthikeyan, P. Harish, and M. Dinesh proposed a secure electronic voting system using biometric
fingerprint authentication for voter verification. This paper introduces an iris recognition-based e-voting system using
deep learning. It uses a ResNet-18 model for feature extraction and cosine similarity for matching iris patterns. The
system achieves high accuracy (~99.2%) even under varying environmental conditions. It provides secure and fast
authentication through biometric templates stored in a database. However, the system requires specialized hardware
(iris scanner) and high computational resources, which may increase cost.

S. Kavitha, R. Sangeetha, P. Deepa, and M. Nandhini proposed an electronic voting system using biometric
authentication to ensure secure voter identification. This study proposes a facial recognition voting system using
enhanced ResNet50 architecture along with MTCNN for face detection and Arc Face loss function. It achieves a high
accuracy of around 99.56% in voter authentication. The system effectively prevents multiple voting and improves
reliability using deep learning techniques. However, its performance depends on lighting conditions and camera
quality, and it may face privacy issues due to facial data storage.

A. Ramesh, B. Suresh, C. Priya, and D. Karthika proposed a smart electronic voting system using biometric
authentication to ensure secure and accurate voter identification. This paper presents a digital voting system using face
recognition techniques for voter authentication. It uses standard face recognition algorithms with a web-based system to
ensure fast verification and automatic vote counting. The system improves efficiency by reducing voting time and
providing instant results. It ensures “one person, one vote” with good accuracy in controlled environments. However, it
has scalability limitations and lacks advanced liveness detection, making it less secure against spoofing attacks.

I1l. PROBLEM STATEMENT

The existing process of voter fraud detection relies on a combination of administrative checks, biometric authentication,
technological controls, and legal enforcement applied before, during, and after elections. Initially, voter registration
databases are verified to eliminate duplicate, deceased, or ineligible voters. Electoral roles are periodically audited and
cross-validated with government records to identify anomalies. At polling stations, voter identity is verified using
official voter ID documents, and in some systems, biometric verification methods such as fingerprint or facial
recognition are employed to prevent impersonation. In several countries, indelible ink is applied to voters’ fingers to
restrict repeat voting. Polling officials and election observers monitor voter behavior to detect suspicious activities,
while surveillance cameras are used to discourage organized fraud. Electronic voting systems may incorporate real-time
validation mechanisms to block multiple votes from the same voter. After voting, turnout data is cross-checked with
vote counts to detect inconsistencies. Statistical and forensic analysis of ballots or electronic logs is conducted to
identify irregular voting patterns. Election monitoring bodies investigate reported fraud cases, supported by legal
frameworks that define penalties for electoral offenses. Cybersecurity monitoring is also used to detect hacking
attempts or manipulation of digital voting systems.
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IV. RESEARCH METHEDOLOGY

4.1 System Architecture
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Fig.1. Architecture of an Al-Based Fake Voter Detection

User Registration Module

It is one of the most important components of the Al Based Fake Voters Detection System. This module is primarily
handled by the administrator and is responsible for enrolling eligible voters into the system before the election process
begins. During registration, essential details such as the voter’s full name, voter ID number, date of birth, address, and
registered mobile number are collected and verified. In addition to basic information, biometric data including
fingerprint and iris scans are captured using biometric devices. These biometric details serve as a unique identity for
each voter and help prevent duplicate registrations and impersonation.

Authentication Module

It is a critical component of the Al Based Fake Voters Detection System, designed to ensure that only legitimate and
eligible voters are allowed to cast their votes. This module implements a multi-level verification process to enhance
security and prevent unauthorized access. The authentication process begins when the voter enters their Voter ID and
registered mobile number into the system. The system verifies these details with the stored records in the database to
confirm the voter’s identity and eligibility status.

Al Matching Module

This Module is one of the most critical components of the Al Based Fake Voters Detection System. Its primary purpose
is to identify and prevent fake voters, duplicate registrations, and impersonation attempts during the voting process. The
Al module processes this data using advanced feature extraction and pattern recognition algorithms. Unique biometric
features such as ridge patterns in fingerprints and texture patterns in iris images are converted into digital templates.
This module uses Artificial Intelligence and machine learning algorithms to analyze biometric data and detect
suspicious patterns in real time.
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Admin Dashboard Module

The Admin Dashboard module plays a crucial role in the Al-based Fake Voters Detection System using Biometric
Authentication and OTP Verification. It acts as the central control interface that allows the election administrator to
monitor and manage the voter verification process in real time. Through the dashboard, the admin can view important
information related to the voting booth, such as the total number of registered voters, the number of voters who have
been successfully verified, and the number of fake or suspicious voters detected by the system.

Testing Methodology: The system testing process follows a structured methodology:

1. Unit Testing: Individual components (e.g., sensors, microcontroller, mobile app) are tested for functionality and
accuracy.

2. Integration Testing: The system components are integrated, and testing is performed to ensure they work together
as expected.

3. System Testing: The complete system, including hardware, software, and connectivity, is tested for overall
performance, reliability, and usability.

4. Acceptance Testing: The system is tested in real-world scenarios, ensuring that it meets the needs and
requirements of users and healthcare professionals.

5. Regression Testing: Any changes or updates to the system are re-tested to ensure they do not affect existing
functionality.

Al BASED FAKE VOTERS DETECTION USING BIOMETRIC AUTHENTICATION
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Fig.2.Researcht Workflow
V.RESULT

The system should accurately authenticate voters using multi-factor verification. Al-based detection should
successfully identify duplicate or fake voter attempts. Each voter should be allowed to vote only once. Votes should be
securely encrypted and stored without revealing voter identity. The system should operate smoothly with minimal
response time. The admin panel should accurately monitor and report suspicious activities.
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Access Your Account

Voter Login Admin Login
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kKaavyvalOOoSEeEgmaill.com

Login

Fig.3. Voter Login Page
This Fig.3 shows the login interface of the SecureVote system, designed for secure online voting access. It provides

separate login options for voters and administrators, along with fields for voter ID and registered email address. The
login page ensures authorized and secure access to the voting platform before entering the sys

WVerify Your OTP

Enter the code sent to

kaavyal905Eg mail.com

Check yvour email for the 6-digit code

G O D D R

Werify OTP

Fig.4. OTP Verification Page
This Fig.4 shows the OTP verification page of the SecureVote system used for second-factor authentication. It prompts

the user to enter the 6-digit code sent to their registered email address to confirm their identity. This step adds an extra
layer of security and prevents unauthorized access to the voting system.
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Fig.5. Fingerprint Verification Page

The Fig.5 shows the fingerprint verification interface used for biometric authentication in the secure Vote system. It

guides the user through steps such as device selection, initialization, fingerprint capture, template generation, and
verification.

2 Fingerprint Verified

< Continue to Iris Scan >

Fig.6. Fingerprint Verification Successful Page
The Fig.6 shows the successful fingerprint verification confirmation in the secure Vote system. It indicates that the

captured fingerprint has matched successfully with the stored biometric data of the voter. After verification, the system
allows the user to proceed to the next security step, which is iris scanning.
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Fig.7. Iris Capture Page

The Fig.7 shows the iris verification module used as an advanced biometric authentication step in the Secure Vote
system. It captures the voter’s iris image and converts it into encrypted iris data for identity verification. This process
provides high-level security by ensuring accurate voter authentication before voting access.

&= ldentity Verified Successfully

Verified +

Name: Kaavyva Emall: kaavyal905@gmail.com
User ID: USR1776183344425 Voter ID: VOTER1776183344426935
Phone: 7904961407 Gender: female

Age: 21 DOB:

Address: villivakkam

Aadhar: 803874364597

Status: active Role: voter

Fig.8. Verification Successful Page
The Fig.8 shows a successful identity verification screen for a voter in an electronic voting system. It displays personal

details like name, user ID, voter ID, contact information, and Aadhaar number. The status is marked as “Verified,”
indicating the user is authenticated and eligible to vote.
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VI. CONCLUSION AND FUTURE ENHANCEMENT

The Al Based Fake Voters Detection System using Biometric Authentication presents an innovative and secure
approach to modern electronic voting. This system successfully demonstrates how advanced technologies such as
Artificial Intelligence, biometric authentication (fingerprint and iris recognition), OTP verification, and secure database
management can be integrated to create a transparent and tamper-proof voting platform. The project addresses major
challenges faced in traditional voting systems, including duplicate voting, identity impersonation, and electoral fraud.
By implementing multi-factor authentication and Al-based fake detection mechanisms, the system ensures that only
genuine and eligible voters can cast their votes. The encryption of voting data and separation of voter identity from vote
records guarantee confidentiality and anonymity, which are fundamental principles of democratic elections. The
integration of frontend technologies (React), backend frameworks (Node.js and Express.js), database management
(MongoDB), and Al-based biometric comparison have proven the feasibility of building a scalable and secure voting
infrastructure. The system also provides administrative monitoring capabilities, enabling real-time supervision and
detection of suspicious activities. Overall, the project demonstrates that combining biometric verification with
intelligent fraud detection significantly enhances election integrity, security, and trustworthiness. The developed system
serves as a strong foundation for implementing secure digital voting solutions in future electoral processes.

The Al Based Fake Voters Detection System provides a secure and efficient voting mechanism, several enhancements
can further improve its functionality and scalability. One important enhancement is the integration of advanced
machine learning models capable of continuously learning from new fraud patterns. This would improve detection
accuracy and reduce false positives over time. The implementation of blockchain technology could also be considered
to create an immutable and transparent ledger for vote storage, further strengthening trust and tamper resistance.
Another future enhancement involves expanding biometric capabilities to include facial recognition with liveness
detection, ensuring stronger identity verification while preventing spoofing attacks. Cloud-based deployment with
distributed server architecture can improve scalability, allowing the system to handle large-scale national elections with
millions of voters simultaneously. Improving accessibility features such as multilingual support, voice-guided
assistance, and simplified user interfaces would make the system more inclusive for elderly and differently abled
voters. Additionally, integrating real-time analytics dashboards for election authorities can provide insights into voter
turnout, system health, and anomaly detection. Enhancing cybersecurity measures through advanced encryption
standards, intrusion detection systems, and regular vulnerability assessments will further strengthen system resilience
against cyber threats. These future enhancements will transform the Al Based Fake Voters Detection System into a
highly secure, scalable, and intelligent digital voting platform capable of supporting modern democratic processes with
greater efficiency and reliability.
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