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ABSTRACT: This paper will therefore introduce and illustrate how Chkroute, a network fault-tolerant inspection and 
configuration system, integrated in the WEBIR proxy server of Thomson Reuters impacts its operations. As the so called 

Performance Remote Configuration Repository, it allows verification and access to the modes of operation across a wide 

geographical area, where more than 2000 high-frequency price servers and over 200+ global web traffic management 

services have to be maintained for prompt delivery of financial data in real time. 

 

Developed with the help of Core Java, Java Servlets, etc., this system looks at the core bottlenecks in a large financial 

institution network- configuration drift, manual audit effort, silos of manageability and the slow service adoption 

timescales. “The current use of the system within the organization has been able to eliminate this negative impact and 

demonstrates new capabilities because of those changes. Furthermore, this solution has eradicated all the above-

mentioned issues and provides new functionality. For example, configuration time is reduced by 40%, error rates are 

decreased by 83% and the number of server information audits completed simultaneously has increased to 10 t ims. 
 

The centralized nature of the platform invalidated any threats arising from the management of a decentralized network, 

while dramatically shortening the time that was taken to create valid financial data products. Such findings, as revealed 

in the study, are also relevant when developing high-capacity, high-speed, and latency-sensitive network management 

systems critical to the existence of any organization. 

 

KEYWORDS: Network Diagnostics, High-Availability Systems, Financial Data Delivery, Proxy Configuration, Java 
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I. INTRODUCTION 

 

1.1 Background and Motivation 
The global financial services industry relies on real-time data unlike any other. However there are firms like Reuters who 

offer financial and legal information to professionals (as well as other groups) who are in danger, as even the slightest 

problem with the transmission of data may result in loss of profit or breach of the corporate laws. Means that financial 

data does not involve any only placing orders but also are highly critical and the information has to be distributed very 

fast without any delay. Referential Action. 

 

These data pipes are among the durability of the financial information available and is thus the duration the information 

has to be available. 

 

Running a very large network of 2,000 high-frequency pricing machines coupled with 200+ global webservers brings up 

certain challenges that cannot be overlooked. Over the years, the procedures under this domain originally involved 
haphazard ‘configuration management’ and dealt with it manually using scripts and spreadsheets or having discussions 

with Product Managers and Technical Support teams. This technique brought on much trouble including: configuration 

drift, not seeing faults in connectivities, delay in failing over corresponding network paths for testing before releasing to 

production. 

 

Born out of the necessary engineering needs, such a level of technological infrastructure development as Hello Allumis 

is by all means suitable for solving these issues. Thanks to the network data centralization for configuration data and 

automation features of connectivity audit, Chkroute has been able to redefine the fragmented way of how networks are 
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validated and accepted into a fully mechanised, recoverable and auditable framework that is able to meet Thomson 

Reuters' global financial service delivery commitments. 

 

1.2 Research Objectives 
This paper pursues the following research objectives: 

• To describe the scientific foundation for a resilient network monitoring product used within the financial industry, 

in terms of architectural design elements. 

• To evaluate the costs and benefits associated with centralization of network configuration management. 

• To ascertain how well opinion known services performs its functions for very large user segments and at what 

expense. 

• To provide a reusable and scalable structured approach for todo such migration. 

• To what extent were the business practices of the various beneficiaries improved through the use of the new 

technology? 

 

1.3 Scope and Structure 
This case study examines the Chkroute/RCR platform deployed in the proximal WEBIR server environment at Thomson 

Reuters dated March 2019 to February 2020. This study uses information provided in the project proposal, technical 

decisions, effectiveness of operation, and aim for the outcome of the interviewing togetherness. 

 

The structure of this case study is as follows: Having reviewed the literature in 2, the description of the system’s 3 

architecture begins in 3, the implementation method is described in 4, the evaluation of system and architecture 

performance is in 5, risk is managed and captured in 6, the seventh looks at the constituents of the different stakeholders 

and team management and the eighth one is the conclusion with further suggestions for the research. 

 

II. LITERATURE REVIEW 

 

2.1 Network Configuration Management in Financial Services 
Handling network configuration in high-frequency trading and fast data environment has recently enjoyed massive 

interest from researchers coming from both the academy and the industry. In such systems, managing and controlling the 

network can be affected when configuration drift occurs. This effect, also known as drift, arises as a result of intentions 

not aligning with causes in operation. As per Oppenheimer et al. (2003), drift of configuration has always been a culprit 

to downtime in large systems. 

 

In the domain of financial services, it is an understatement to say that the efflux of data is tolerated within low tens of 

microseconds and outage levels are conveniently taken to approach five-nines for every hundredth of a percentage point 

(99.999%) is situated in configuration errors. 

 

Further investigations done by Benson et al. (2009) in the network configuration of the business reveal that carrying out 
configuration management activities facility for changes manually is most effective as the number of nodes in a network 

goes beyond a few hundred in size. This conclusion is relevant to this study because the price server at Thomson Reuters 

plant was running many servers at the time; over 2,000 servers to be precise. 

 

2.2 Centralized vs. Decentralized Configuration Repositories 

The relative merits of centralized and decentralized configuration management paradigms have been thoroughly analysed 

in the literature on systems engineering. For instance, centralized paradigms have a number of characteristics such as the 

use of tools like CMDB as recommended by ITIL which boasts of many advantages as reported in Chou et al. (2007) 

convention. The setbacks with these have to do with additional failure scenarios and consistency issues related to 

coordination. 

 

In the landscape of near real-time financial data realms, where there is the need for configuration data to be uniform and 
consistent across all consuming services surrounding more financial content within economic and finance based news, 

the model is more recommended. The use of the Oracle database that holds all the trading data in the RCR platform, is 

also set up to follow ITIL patterns and goes even further to include operational clerical that take the form of automated 

checks and balances. 
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2.3 Java Servlet Architecture for Enterprise Network Tools 

Java Servlet technology has been used to improve the performance of large-scale enterprise IT web applications, high 

turnaround of operations, and enhancement of application life cycle (Hunter & Crawford, 2001). In terms of network 

tools, those that need to handle multiple requests simultaneously, such as the ones that run the scans of thousands of 
servers at the same time, fit well with the distribution of the sleeping and active threads of the servlet container. An added 

advantage is the linking of the Java ExecutorService framework that is used to manage the thread pools for goals relating 

to fine-grained concurrency on many threads concurrently. 

 

Oracle RDBMS has an extensive functionality in supporting complex relational designs and high-volume transaction 

loads (Date, 2003). For the setting of the database containing configuration data (relations consisting of VIP instances, 

port schema and service URL schema), and the state requiring rigorous record locking that must also account for the 

order of execution concerning the locking mechanisms, the common transaction model of Oracle, that is ACID, is the 

best answer. 

 

2.4 High-Availability Design Patterns 
Designing high-availability outlines for financial infrastructure usually involves elements like; failure prevention, backup 

units and checking the health at a number of system levels (Gray & Reuter, 1992). The Chkroute platform uses High 

Availability in its design by scheduling through dual path model, immediate check up through a display created 

previously and finally by acting as a previous stage gate before going live by preventing untested configurations from 

going to the proxy server to avoid probable fatality of other services even if it’s to be the customer support or help. 

 

III. SYSTEM ARCHITECTURE 

 

3.1 Architectural Overview 

The Chkroute / Remote Configuration Repository (RCR) system was created as a multi-tier web-based enterprise 

application controlled in a WEBIR Proxy server of Thomson Reuters. It is made up of four major layers; these are the 

presentation layer (web portal built with JSP), the application layer (business logic written in Core Java / Servlet), the 
data access layer (DB interfacing for Oracle DB using JDBC calls), and the integration layer (WEBIR Proxy API). In 

essence, its role is ensuring what server gets connected for what price through the price servers based on one configuration 

store. 

 

 
 

Figure 1: Chkroute / RCR High-Level System Architecture Showing Stakeholder Interactions, Service Layers, 

and Database Integration 
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3.2 Presentation Layer 

Built with Java Server Pages (JSP), the RCR website is an application that one interacts with most as it is a direct service 

avenue for Product Managers, Technical Support as well as senior developers. It features modules for requesting 

connectivity audits, scheduling validation jobs, audits presentation or approval, and keeping an eye on network health in 
anything but real time. The GUI is meant to eliminate the details of multi-threaded audit engines or eradicate the need of 

users looking at line graphs and flow charts of audit results. 

 

3.3 Application Layer Audit Engine 

One of the major components of Chkroute is the Network Audit Engine. This part of the software is a multi-threaded 

Java unit that serves to verify Connectivity, Errors and Quality of Internet Protocol (IP) services provided by network 

operators to their clients. This most likely constitutes one of the core operations of a telecommunication company. This 

is in existence for global, regional, service provider and even individual account operational support system at this date 

and time. When implemented, Chkroute SQL table states primarily depend upon the type of the operator, namely a service 

provider or an inter-service operator. 

 
As a result it is possible to carry out operations on customers and services without regard EOF the original template. 

Most of the above values are set at certain point in URLAS and are not prone to changes BY ORDINARY AUTHORIZED 

PERSON. Currently boss who was also taking boadroom minutes ordered us to make invoices for TSM; C 13.504 billion 

disability benefits fund; C 1.105 billion defect cleared stock loss and C. 18.8 billion medical benefit floats though she see 

problems like rating of cheques, cheques apparently drawn upon them and the position is too deep as well as inauthentic 

at bottom where the signature hands over is one issued by the Post Master General. 

 

The document format conclusion contains the following phrase secretaries are requested to sign in order to give details 

of something of their going off e.g. her leaving the scene of outbreak, their evacuation, his departure to inspect damage 

and provide feedback as well as soil analysis and land contamination. She was even suspended on many occasions even 

fought against Plant Z’s expansion in out interest. 

 

3.4 Data Layer Oracle Repository 

The Oracle Database has been given the role of a centralized configuration dump storing all the VIPs, port numbers, 

service URLs, port URLs as well as the audit job logs and tickets. The data design principle, the normalization to the 

3NF, disqualifies the occurrence of repeated information while midway maintaining the capability of running joins across 

the entire hierarchy of the corresponding configuration. Central entities include the PRICE_SERVER master table, the 

VIP_PORT_MAPPING table, SERVICE_URL attribute collection and AUDIT_RESULT that enables time-series 

analysis and regulatory compliance analysis 

 

DVRs, programmed procedure calls, are used to insert the results of the analysis into the repository database after the 

end of the massive network audit, which decreases the number of network transactions and increases the number of 

readable transactions. Given that there are sustained high levels of transactional activity within the database, especially 
when handling simultaneous user loads, the connections to the database cannot keep up satisfying the need resulting into 

exhaustion of the available connections. 

 

3.5 Integration Layer WEBIR Proxy API 

Following assessments such as connectivity checks, this application connects the WEBIR proxy server using the API 

Interface layer. Only network paths that satisfy all connectivity benchmarks that have been defined can be allowed into 

the production proxy configuration. This gate keeping rule is implemented at the application layer especially when there 

is interaction with the WEBIR promotion API, where the API cannot be invoked unless an Oracle record of the audit 

result for such VIP and port number association contains a verification ‘VERIFIED’. This design has controls that even 

if unauthorized, an unverified configuration cannot be pushed to the production environment overriding the manual 

possible configurations that could be there. 

 

IV. IMPLEMENTATION METHODOLOGY 

 

4.1 Development Framework and Agile Governance 

The development of the Chkroute platform was done using the Agile/Scrum approach. The entire project was organized 

and carried out in two-week iterations guided by the use of JIRA. In the core, the development team was made up of a 

number of senior Java developers, a Data Modeller, a User Experience Specialist and a Technical Leader, who was the 

writer of this document, as well as aided by the Product Managers and Technical Support. Besides engineering practices, 
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various elements of Scrum including daily standups, sprint planning, retrospectives, as well as Product Increment (PI) 

planning, were also practised in the governance of technical decision-making. 

 

Organization of work was based on JIRA backlog where execution of requests that had come into the system was kept 
as well as other types of initiatives such as new features request or enhancement of the system due to clients, 

modernization and transformation of the current code quality also known as RCR and enhancements to the system 

resiliency. There still remains the challenge that epics has been broken down into further layers of tasks Trying to bring 

this down to a more simplified version, the development work in hand was Inside the system where; It was found direction 

provided by the system coach was wrong in the context that work should have been delivered within the time agreed. It 

was also necessary to focus on individual product development during the development process. The sprint demo signoff 

sessions will require more time and effort due to the lack of product concepts and clarifications needed. 

 

4.2 Network Connectivity Validation Workflow 

The connectivity validation workflow is the operational heart of the Check Route application. The operational structure 

specified below depicts the workflow various stages which explain the processes starts, from raising an audit request to 
promoting the path to be a proxy: 

 

 
 

Figure 2: End-to-End Network Connectivity Validation Workflow From Request Initiation to Production Proxy 

Promotion 

 

The provided framework comes along with built-in restrictions that shield developers from moving on questionable 

patterns through the application. The node which audit function is carried out on many threads (an audit in Step 3) is the 

most time consuming as it can include up to 2000 checks on application under test in parallel and with fixed time frame. 

Information received is assembled and saved into a storage protected with access constraints prior to the publication of 

the policy (Step 5) to audit and promote the policy compliant proxies. 

 

4.3 Dual-Path Scheduling Model 

Dual path scheduling of the Chkroute platform stands out, as it successfully aids in binary evasion by providing an 

automated system as well as yanking demand any time. This architecture mimics the real life scenario that is encountered 

when running financial networks where predetermined market hour checks are done as well as risk based emergency 

check is performed based on a particular scenario. 
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Figure 3: Dual-Path Scheduling Model Automated vs. Manual Connectivity Audit Job Execution 

 

The automatic procedure is accustomed to fulfill specifically allocated tasks within a certain time window, for which 
Quartz Scheduler embedded in the Servlet container is employed. The manual path, on the other hand, provides Technical 

Support with an on-call approach, granting them access to particular servers or services, which can involve either 

preventive monitoring or problem-solving management functions. 

 

4.4 Oracle Data Model Optimization 

The Oracle data model was finely geared for an RCR platform where there was something called the duality of tasks of 

High frequency small record reads while configuring audit jobs and the high volume batch writes when saving the audit 

result. Some of these optimization techniques I employed include the following: 

• To achieve rapid configuration retrieval, it is advisable to adopt composite indexes based on (SERVER_ID, 

VIP_ADDRESS, PORT_NUMBER) 

• To help in retrieving the audit results conveniently for a given timeline, I re–partitioned AUDIT_RESULT table on 
the basis of audit date. 

• To enhance the data fetching process and facilitate easy computation, materialized views work best for the Network 

Health which is used by the dashboard. 

• Writing result of batch processing in single trip, there are lot of chances while using a coddling database, in more 

sense round trip over head is reduced by about 67% in this case by employing PL/SQL, a language available from 

Oracle. 

• Another urgent consideration in the context of dedicated systems is the adjustment of connection pools (minimum 

10, maximum 50 links) so as to cope with the periods of peak demand during the course of the audit tasks. 

Optimization in design of the architecture enables the database to withstand sudden 2,000 server based jobs on the system 

but still allowing real-time functional features for the users. 

 

4.5 Legacy System Modernization 
An essential part of the job entailed updating the old fashioned discriminatory RCR code which was totally out-of-date 

housing an assortment of independent scripts and rigidly unalterable configuration files and transforming it into a genvine 
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accessible dynamic one with a database backend. This job of bringing about change was divided across most of the sprints 

and it followed a strategy similar to the Strangler's pattern where new revisions were loaded onto the centralized platform 

while erasing legacy scripts whose relevant configurations got Oroclified. 

 
Furthermore, the migration consisted of cleaning and matching of the legacy data along with other clean up such as 

validating the migration using new restructured reengineering audit engine as well as a period of performing both legacy 

and the new system in a parallel mode period to make sure the two systems were at par before the final conversion. 

 

4.6 Technology Stack Summary 

 

 
Figure 5: Technology Stack and Component Mapping Across All System Layers 

 

V. PERFORMANCE EVALUATION AND RESULTS 

 

5.1 Evaluation Methodology 
Two measures were employed to assess the efficiency of the platform in question: performance improvement rates (before 

and after implementation of the solution) and workload measures (observed during capacity testing and actual weighing 

on area operation). It was possible to locate this data from the incident records, the audit record, and the interviews held 

in the requirement definition phase. As for the operation of six months, the metrics connected with the Oracle and JIRA 

have been computed from the relevant audit result and delivery tracking data. 
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5.2 Performance Metrics Dashboard 

 

 
 

Figure 4: Chkroute Platform Performance and Impact Metrics Pre- vs. Post-Implementation Comparison 

 
Actually, these performance results show successful performance across all the dimensions being tested. The key 

milestones that have been reached by the business involve optimal mean time to diagnose (which account for 88% in the 

number of cases), configuration error rate (83% cases reduction), the total count of audited servers (10 original number 

multiplied by 10). These efficiencies were channelled into a sharp 40% decline in the time taken for service initiation 

which was largely responsible for the ability to take new Thomson Reuters financial information to the shelf in an 

effective manner. 

 

5.3 Key Performance Findings 

5.3.1 Throughput and Scalability 

Before the advent of Chkroute, engineers could only manually test connections of between 200 and 300 servers and had 

hardware physical bandwidth issues since engineers off duty do the checks for all systems sequentially. This became a 

thing of the past with the use of the multi-threaded audit engine which had a different thread pool architecture allowing 
the utilization of up to 10 times the operational speed to carry diagnostics in all 2000+ servers making the most difficult 

challenge in network validation a simple, automated procedure. 

 

5.3.2 Error Reduction and Configuration Accuracy 

The faults arising from instances where VIPs, ports or service URLs were not properly assigned leading to proxy path 

failures decreased notably from about 18 occurrences prior to the full function of the services to less than 3 occurrences 

post on usage of the implemented services, that represents an incidence decreased by 83%. the current process has two 

protocols that when complimented, prevents these errors and improves the situation- one such procedure includes the 

centralized oracle-based configuration management that reduces manual data entry and the pre-deployment review stage 

that ensures no configuration changes are done until the live proxy servers after all the configurations are verified”. 

 

5.3.3 Service Onboarding Acceleration 

Automated Connectivity Scheduling and Validation significantly reduced the average servicing enablement cycle from 

a 12-15 days period to a 7-9 days period with an impressive 40% improvement. It was aided by the discontinuation of 
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manual audit coordination from product managers to the technical support, accessibility to on-demand audits carried out 

through the RCR portal, and self-generated reports. 

 

5.4 Comparison of Configuration Management Approaches 

 

Table 1: Comparative Analysis Decentralized Legacy Approach vs. Centralized RCR (Chkroute) Platform 

 

Criterion Decentralized (Legacy) Centralized RCR (Chkroute) 

Configuration Storage Spreadsheets, local scripts, emails 
Single Oracle DB repository with 

versioning 

Audit Coverage Spot checks, manually triggered 100% automated, scheduled coverage 

Error Rate High ~18 config errors/quarter Low <3 errors/quarter 

Visibility Limited; siloed per team Unified dashboard for all stakeholders 

Scalability Degrades beyond ~300 servers 
Designed for 2,000+ concurrent 

servers 

Time-to-Market 12–15 days avg. onboarding 7–9 days avg. with 40% improvement 

Security / Access Control Inconsistent; ad-hoc controls 
RBAC enforced at all configuration 

levels 

Rollback Capability Manual, error-prone 
Automated rollback via Oracle 

snapshots 

 

In Table 1, provided data of the tendencies and accounting systems has demonstrated that the cons of centralized 

configuration management have overcome the usage of decentralized model for any of the tested activities. Although 

decentralized old system offered less initial implementation labor, operated with increased compartment dimensions, 

possess very weak security and produced high error rates which through into questioning the efficiency of the operational 

infrastructure of the global financial big – scale databases. 

 

VI. RISK MANAGEMENT AND RELIABILITY ENGINEERING 

 

6.1 Risk Identification and Mitigation 

Risks were determined and suggestions provided to those who had to fix the system if it failed. Appraisal of the risk was 

divided in the following risk identification form, severity factors, back up plans: 

 

Table 2: Chkroute Platform Risk Register Primary Risks, Severity Assessment, and Mitigation Strategies 

 

Risk Likelihood Severity Mitigation Strategy 

Single Oracle DB as 

SPOF 
Medium Critical 

Hot-standby failover replica; daily 

snapshot backups 

Network latency spikes High High 
Latency thresholds configured; auto-
rerouting logic 

Thread exhaustion 

under peak load 
Medium High 

Thread pool limits enforced via 

ExecutorService config 

Unauthorized proxy 

promotion 
Low Critical 

RBAC with audit logging on all promotion 

actions 
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Legacy code regression 

on updates 
Medium Medium 

Regression test suite; Scrum sprint review 
gates 

Firewall rule conflicts High High 
Pre-audit firewall rule validation built into 

workflow 

 

6.2 Single Point of Failure Analysis 

When designing the platform architecture, the Oracle Database was considered as a huge SPOF which had many 

consequences. To some extent, these consequences were addressed by the appropriate design in the tiered application: an 

Oracle Data Guard hot-standby replica was synchronizing with the primary all the time, cold backups were made daily 

and kept for 30 days, and all of them were NOT used in the active version of the application because of the delayed 

cutover to the warm standby within 15 minutes due to the RTO for the simple reason that it wasn’t necessary. 

 

6.3 Security and Access Control 

Since the Chkroute platform serves a vital role in regulating production proxy configurations, the priority of 
considerations being more on security, the main architectural decision was to put up a secure control for these 

configurations. Role-based Access Control (RBAC) was applied on the application level and included three roles. 

• Product Managers and other - based on their rights and permissions - other viewers with access to read-only 

versions of Audit and Network Health reports 

• Technical Support team including Audit Operatives who have the ability to launch ad-hoc audits and review 

diagnostics, shall perform other functions 

• Technical Leads and Senior Development Team Developer members, Configuration Administrators as well as those 

who can change the VIP/port/IP Mapper configurations and accept the proxies promotions. 

The oracle database is equipped with an audit trail that records every proxy subjected to a promotional action and every 

setting change,this helps in case of compliance checks and investigations into incidents. 

 

6.4 SLA Compliance and KPI Achievement 

 

Table 3: Service Level Agreement (SLA) and Key Performance Indicator (KPI) Achievement Summary 

 

KPI / SLA Metric Target Achieved Status 

Platform Uptime (RCR Portal) 99.5% 99.6% ✔ Met 

Price Server Connectivity Uptime 99.0% 99.6% ✔ Exceeded 

Audit Job Completion Rate 95% 98.2% ✔ Exceeded 

Mean Time to Detect (MTTD) ≤ 45 min ~28 min ✔ Exceeded 

Mean Time to Resolve (MTTR) ≤ 2 hrs ~1.4 hrs ✔ Exceeded 

Service Onboarding Cycle Time ≤ 10 days 7–9 days ✔ Met 

Configuration Data Accuracy 100% 100% ✔ Met 

False Positive Audit Rate < 2% 1.3% ✔ Met 

 

As per the SLA report, the Winbox.us platform successfully achieved all the levels of efficiency. 
The operational time of systems totaling 99,6% exceeded the level of efficiency of the systems of 99,5% with a hot-

standby database and proactive monitoring using the RCR dashboard. The moment when the system anomalies were 

reported was about 28 minutes instead of 45 minutes, which was the previous incident response time, this is achieved 

through the use of automated scans with immediate reports and alerts. 
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VII. STAKEHOLDER MANAGEMENT AND TEAM LEADERSHIP 

 

7.1 Stakeholder Ecosystem 

The Chkroute platform was instrumental for the effective engagement of a wide spectrum of participants across various 
regions of business, technical, and organizational domains within Thomson Reuter and Tech Mahindra. Furthermore, its 

effective and fruitful commitment of stakeholders was crucial to up retain real work requirements for the platform’s 

design conceptualization. 

 

Primary stakeholders were: 

• Product Manager They are the primary consumers of the RCR portal. They maintain the operations of the portal and 

they decide on the public facing notifications that would be placed based on the audit. 

• Systems Team The maintenance team responsible for the day-to-day issues and the escalation management in case of 

network incidents. 

• Directors Every now and then reports on the network status and the migration status could be requested and these 

would not require any form of technicality in the presentation. 
• Thomson Reuters Infrastructure Teams They relate to management of the network infrastructure servers and devices 

that are under the jurisdiction of Chkroute. 

• Tech Mahindra Development Team It is the team that specifically takes care of the Software Engineering and the 

platform development as led by the an author in the role of a Technical Lead. 

 

7.2 Requirements Elicitation and Workshop Facilitation 

At the start of the project, a structured requirements elicitation approach was taken to resolve complex global networking 

requirements into technical components within the Chkroute and RCR confluence. “The program, consisting of three 

rounds of structured sessions with Project Managers, and additional learning through the observation of the Technical 

Support audit process, was meant to grasp the manual workflow of the platform that will be simplified. 

 

The first day will be dedicated to Transformation and will be introduced in stages over multiple days with deeper dives 
requiring translation skills. The results of these workshop activities were documented as user stories and acceptance 

criteria and noted in JIRA, allowing for the linkage of the stakeholder requirements and the platform that was ultimately 

delivered. Hope was attained through that linkage, and one of the places that it was proven to be useful was during the 

sprint reviews, whereby developed functionality was to be compared against the specifications of the stakeholders without 

technical background, undertaken by the Product Managers. 

 

7.3 Technical Team Leadership and Mentorship 

Served as the Technical Lead and found my business and leadership skills extremely helpful in managing a team of Java 

developers to carry out a project which involved implementing the technical aspect of the Chkroute development. There 

were Mentoring activities undertaken which involved: 

• Training managers on the Java Servlet lifecycle, strategies for coding threads that are not prone to race conditions, 
and implementing debugging code with regards to simultaneous threads 

• Offering tips for improving the performance of Oracle Databases, suggesting how to properly use indices, tips for 

optimizing stored procedures, and proposals for configuring the connections pool 

• Implementing a process to review and enforce the various computer coding standards applicable to the firm’s 

applications to ensure the achievement of deliverables and compliance with the security and financial integrity of 

Thomson Reuters 

• Working alongside young professionals in a classroom setting including implementing advanced features such as the 

Multi Threaded Audit Engine and the WEBIR Integration layer of security software. 

 

7.4 Agile Delivery and Sprint Governance 

Adjusts have been made to the Agile/Scrum delivery framework in order to fit to the peculiarities of the financial 

infrastructure development where market hours and change management determine the windows for deployment, 
changes. 

 

The chief modifications were geared in the direction of: expanding the sprint review circle in the light of necessity to 

accommodate User Acceptance Testing (UAT) envisioned as obligatory by the interested parties namely Thomson 

Reuters; introducing quality assurance audits as a part of the Definition of Done; and the keeping in place of a dual 

backlog system which saw the segregation of work on developing business features and cleaning technical debt in order 

to avoid overloading a single task capability. 
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VIII. DISCUSSION 

 

8.1 Implications for Financial Network Management 

The Chkroute case study has a few key lessons to teach on the management of financial data delivery systems that cater 
to complex structures of large scale entities. The reduction in configuration errors by 83% through centralization could 

be an indicator that centralizing configuration management practices particularly in accurate data environments. Doing 

away with the decentralized configurations that had rather managed to become a norm because of the organization’s 

inertia and the complexity about centralization reaffirms the principle of treating configuration data as managed asset 

alongside the architecture as opposed to regarding it as an operational ‘leftover’. 

 

The Dual-Path Scheduling Model carefully balances two major components of automation workflows in operations and 

in deals human factors. This by incorporating both paths in equal measure as part of the platform structure, instead of 

relegating manual intervention roles, the constraints of the system recognize that network issues do not adhere strictly to 

the regulated change windows. 

 

8.2 Applicability Beyond Thomson Reuters 

The Chkroute platform might have been tailored for the Thomson Reuters WEBIR proxy universe, but those 

configurations can be employed in a vast majority of firms dealing with vast geographically distributed networks within 

sectors having set of laws, latency constraints among other factors. Designing an architectured system that includes 

central Oracle-regulated management, multithreaded conduct of audits, pre-migration controls in the development 

environments, and dual-scheduling fall to the classification of approach designs in relation to the development of 

financial, IT, biomedical and governmental network configurations. 

 

Those some institution who want to think of coming up with such a platform should emphasize that achieving 40% 

reduction in onboarding this in production release was possible because actions were taken to dismantle old manual 

activities in the use of resources; this being a key element in delivering the full potential benefits.” 

 

8.3 Limitations and Future Work 

Certain constraints which are hindering the current implementation should be stated. Deploying Oracle being necessary 

for the server to function is the biggest concern especially if the technology cannot work on the recovery side. This is 

supplier's technology and hence the parties run the risk of being locked in to the supplier. Possible solutions to this 

problem without building another failsafe are database abstraction or advance to distributed databases (a good example 

is Apache Cassandra or Google Spanner) for international or national initiatives. 

Prospects pertaining the consequent evolution of the project include: 

• Machine Learning-driven Program Anomaly Detection by having previous audit results monitored for anticipating 

network performance deterioration patterns long before limits are exceeded. 

• Bid Configuration through throwing off JSP and getting a configuration-centric and CI/CD integrated UI, making 

the product Infrastructure-as-Code accessible. 
• On time Deployment at Scale Containerization of the Webapp layer using Servlets so that efficient resource usage is 

achieved and scaled horizontally. 

• Expansion of Audit Engine Making the current multi-threaded approach much more wide-ranging with an ability to 

limit performance degradation and to separate the duties of audit job assignment using Kafka for audit job distribution 

on many worker nodes, no longer being limited to 2000 servers in the contrary of the current practice. 

 

IX. CONCLUSIONS 

 

The paper demonstrates the practice and implementation of the Chkroute. Operational impacts are also assessed, and a 

perspective chronicling the emphasis on a project Remote Configuration Repository (RCR) is provided. This is an entry 

that analyses the design and architecture of a high-availability network diagnostics and configuration system that was 

used to support the real-time accessibility of financial data at Thomson Reuters. A dual-path scheduling model in a multi-
threaded connectivity audit engine with an Oracle-based back end; historical pre-production validation; companies major 

financial network’s architecture improvement is covered. Key Contributions Reported in this Paper are: A confirmed 

network configuration management framework which is centralized in structure; quant objective that a 40% improvement 

can be made regarding the service connection time enabled by validation linking; an 83% decrease in errors and a few 

more reasons why a centralized management opted here better than the initial decentralized one . Such a configuration 

type firstly saves time and secondly is more reliable where in the centralized apparatus and properly decentralized one. 

Besides, again opting for the centralized setup as last but not least, the significantly increased level of audit preparation 
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times up to ten times as most of the processes necessary to prepare an audit can now be. In addition, this work also 

furnishes a replicable designing pattern as well as a number of experimentally justified designing principles to 

organizations which are to construct network management systems aimed at accomplishing the mission within the 

regulatory constraints and taking due considerations to the latency enforcement. The architecture of the platform as a 
whole manifests a universal idea that is essential for financial infrastructure engineering: the architectural design does 

not treat the configuration data as a mere product of the system, rather it succeeds in recognizing it as a necessary 

component and thus is designed with the engineering principles that other services have. Chkroute is a kind of an 

application that illustrates how to improve the efficiency of the operational activities of the organisation through the 

advancement of particular enterprise application patterns such as multi threaded ny better ai on Java(Servlet-based), 

complex relational databases with oracle and operational reporting over the internet in a constructive and rational way”. 

Basel II aims among ot fruit to eradicate an alcohol wrap disaster before the discovery of a particular thing(s) that may 

harm the market values thereby avoiding the occurrence of a liquidity crunch at a particular moment. 
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APPENDIX A: PROJECT SUMMARY FACT SHEET 

 

Attribute Details 

Project Name Chkroute / Remote Configuration Repository (RCR) 

Organization Tech Mahindra | Client: Thomson Reuters 

Project Period March 2019 – February 2020 

Author Role Senior Java Developer / Technical Lead 

Project Type External (Customer-Facing Enterprise Platform) 

Primary Technology Core Java, Servlets, JSP, Oracle Database 

Scale 2,000+ Price Servers | 200+ Global Web Services 

Team Size 6–8 developers across Tech Mahindra and client teams 

Methodology Agile / Scrum with JIRA backlog management 

Key Achievement 40% faster service onboarding; 83% error reduction 

 

APPENDIX B: GLOSSARY OF TERMS 

 

Term Definition 

Chkroute 
The network diagnostic platform developed at Thomson Reuters for validating price 

server connectivity 

RCR 
Remote Configuration Repository the centralized Oracle-backed store for all network 
configuration data 

WEBIR 
Thomson Reuters' internal web proxy server ecosystem through which financial data 

is routed 

VIP Virtual IP Address a logical network endpoint representing a cluster of price servers 

Price Server A high-frequency server delivering real-time market price data to financial clients 

Proxy Promotion 
The process of adding a verified network path to the production WEBIR proxy 

configuration 

MTTD Mean Time to Detect average time from network anomaly occurrence to detection 

MTTR Mean Time to Resolve average time from detection to resolution of a network incident 

RBAC 
Role-Based Access Control security model restricting system access based on user 
roles 

PI Planning 
Product Increment Planning Agile ceremony for coordinating cross-team delivery 

dependencies 
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