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ABSTRACT: The rising sophistication of cyberattacks, such as advanced persistent threats (APTs), ransomware, 

phishing attacks, insider assaults, and zero-day vulnerabilities, has posed significant challenges for traditional 

cybersecurity mechanisms based on static signatures and predefined rules. Existing intrusion detection and response 

systems are usually sluggish in decision making, have high false alarm rates and minimal adaptivity to new attack 

patterns. This research addresses these issues by providing an Agentic Artificial Intelligence Framework for autonomous 

cyber threat detection and mitigation. The suggested architecture brings together many intelligent software agents with 

observation, reasoning, planning, execution, learning, and collaboration skills into a single cybersecurity environment. 

Large Language Models provide contextual reasoning and Reinforcement Learning gradually improves mitigation 

measures using feedback from the environment. Retrieval-Augmented Generation provides real-time threat intelligence 

retrieval from security knowledge bases like as MITRE ATT&CK and CVE repositories. The Multi-Agent Coordination 

Layer is responsible for specialised agents for traffic monitoring, anomaly detection, vulnerability assessment, incident 

management, forensics, and policy management. Explainable AI modules give interpretable security decisions to boost 

analyst trust and meet regulatory standards. Experimental evaluation is performed on benchmark cybersecurity datasets 

including CICIDS2017 and Bot-IoT. The performance is measured in terms of Accuracy, Precision, Recall, F1-score, 

Detection Rate, False Positive Rate, Response Latency and Mitigation Success Rate. Experimental results demonstrate 

that the proposed Agentic AI framework significantly improves the autonomous threat detection accuracy, reduces false 

alarms, minimises response latency and enhances adaptive cyber resilience as compared with existing machine learning 

and rule-based security systems. The technology described provides an intelligent and scalable foundation for future 

generation autonomous Security Operations Centres capable of proactive cyber protection. 

 

KEYWORDS: Agentic AI, Autonomous Threat Detection, Large Language Models, Reinforcement Learning, Intrusion 

Detection. 

 

I. INTRODUCTION 

 

The fast-digital transformation of key infrastructures, cloud computing, the Internet of Things, Industry 5.0 and smart 

cities has significantly enlarged the threat surface. The constant evolution of cyber threats nowadays makes conventional 

signature-based Intrusion Detection Systems and Event Management platforms less effective in defending against 

unexpected assaults. Security analysts are bombarded with millions of notifications leads to alert fatigue and slower 

incident response. 

 

Artificial intelligence has considered a viable answer to cybersecurity owing to its capacity to detect complicated attack 

patterns in massive network data. Machine Learning and Deep Learning models have shown great progress in detecting 

malware, phishing, intrusion and anomaly detection. These models remain needing retraining as attack techniques 

change. 

 

Recently, a new paradigm beyond standard Generative AI has emerged: Agentic Artificial Intelligence (AAI). Unlike 

prompt-driven AI systems, agentic AI integrates autonomous reasoning, long-term planning, memory, tool utilisation, 

multi-agent cooperation, and adaptive learning to perform complex cybersecurity tasks with little human interaction. 

These agentic systems are able to autonomously sense environmental changes, develop defence tactics, coordinate many 

security agents, undertake mitigation measures, assess results, and continually improve their performance based on 

experiences. Recent work suggests that cybersecurity may be one of the most potential application sectors for agentic AI, 

but also emphasises the need for safe architectures, governance, and assessment procedures. 
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II. RELATED WORKS 

 

Recent breakthroughs in artificial intelligence have dramatically enhanced cyber threat detection using machine learning, 

deep learning, explainable AI, and autonomous decision-making frameworks [1], [2]. Traditional intrusion detection 

systems often use supervised learning techniques and deep neural networks for the detection of malicious network 

activity. However, these methods generally suffer from lack of flexibility to changing attack behaviours and zero-day 

attacks [3],[4]. Recent work has explored reinforcement learning for adaptive intrusion detection and dynamic response 

strategies, showing better resistance against advanced threats [5],[6]. Federated learning has been also considered for 

collaborative cyber threat detection with data privacy preservation across dispersed contexts [7],[8]. Explainable 

Artificial Intelligence (XAI) has also received significant attention for offering transparent and interpretable security 

judgements, hence enhancing analyst confidence and regulatory compliance [9],[10].  

 

III. PROPOSED METHODOLOGY 

 

A. Overview of the Proposed Framework 

The Agentic AI Framework for Autonomous Cyber Threat Detection and Mitigation (AAI-CTDM) is presented as a 

hierarchical multi-agent architecture to autonomously identify, analyse, reason, mitigate, and learn from cyber threats. 

Unlike traditional intrusion detection systems which depend on predetermined signatures or static machine learning 

models, the proposed framework evolves its decision-making process via reinforcement learning, contextual reasoning 

and cooperation among specialised AI agents. 

 

The framework consists of seven major layers: 

1. Data Acquisition Layer  

2. Threat Intelligence Layer  

3. Multi-Agent Coordination Layer  

4. LLM Reasoning Layer  

5. Reinforcement Learning Engine  

6. Explainable AI Layer  

7. Security Action Layer  

Each layer performs specialized functions while exchanging information through a centralized Agent Coordinator. 

 

B. Data Acquisition Layer 

The first layer continuously collects heterogeneous cybersecurity information from multiple sources. 

Inputs 

● Network traffic  

● System logs  

● Firewall logs  

● DNS records  

● Cloud telemetry  

● Endpoint Detection & Response (EDR)  

● User behaviour logs  

● Threat intelligence feeds  

● Vulnerability databases  

 

Let D = {d1, d2, … , dn} 
 

represent the incoming cybersecurity data. 

 

Each data sample is represented as di = (xi, ti, si) 
 

where 

● xi= feature vector  

● ti= timestamp  

● si= source  

http://www.ijctece.com/


     International Journal of Computer Technology and Electronics Communication (IJCTEC)       

                            | ISSN: 2320-0081 | www.ijctece.com | A Peer-Reviewed, Refereed, a Bimonthly Journal| 

           || Volume 8, Issue 6, November – December 2025 || 

          DOI: 10.15680/IJCTECE.2025.0806043 

IJCTEC© 2025                                                        |     An ISO 9001:2008 Certified Journal   |                                                 11988 

    

C. Monitoring Agent 

The Monitoring Agent continuously observes network behaviour. 

 

Responsibilities include 

● Network monitoring  

● Host monitoring  

● Traffic aggregation  

● Feature extraction  

 

The feature vector is F = {f1, f2, … , fm} 
 

where each feature represents 

● Packet length  

● Flow duration  

● TCP flags  

● Protocol type  

● Source IP  

● Destination IP  

● Entropy  

● Connection frequency  

 

D. Threat Detection Agent 

This agent identifies malicious activities using deep learning. 

 

The classifier computes P(y ∣ F) 
 

where 

● y = 0Normal  

● y = 1Attack  

 

The prediction is ŷ = arg⁡max⁡ P(y ∣ F) 
 

Attack categories include 

● DoS  

● DDoS  

● Botnet  

● Brute Force  

● SQL Injection  

● Ransomware  

● Phishing  

● Insider Attack  

 

IV. MATHEMATICAL MODEL 

 

Threat Detection Objective 

Given dataset D = {(xi, yi)} 
 

find f(x) → y 

 

that minimizes L = −∑yilog⁡(ŷi) 
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Threat Severity Score 

The risk score is Risk = w1V + w2A + w3E + w4C 

 

where 

● V=Vulnerability score  

● A=Attack confidence  

● E=Exploitability  

● C=Criticality  

 

Mitigation Utility U = DetectionRate − FalsePositiveRate − ResponseDelay 

 

The planner selects Action = arg⁡max⁡ U 

 

V. EXPERIMENTAL SETUP 

 

A. Experimental Environment 

The proposed Agentic AI Framework for Autonomous Cyber Threat Detection and Mitigation (AAI-CTDM) is evaluated 

using a high-performance computing environment that supports autonomous reasoning, multi-agent coordination, and 

adaptive cyber defense. The implementation can be developed using Python 3.11, PyTorch, LangChain/LangGraph, 

FAISS, Stable-Baselines3, and Docker for orchestration. 

 

B. Benchmark Datasets 

The framework is evaluated on publicly available cybersecurity datasets widely used in intrusion detection research. 

 

Dataset Attack Types Records 

CICIDS2017 DoS, DDoS, Botnet, Web Attack 2.8 Million 

CSE-CIC-IDS2018 15 Attack Classes 16 Million 

UNSW-NB15 Normal + 9 Attacks 2.5 Million 

Bot-IoT IoT Botnet 72 Million 

Edge-IIoTset Industrial IoT Attacks 14 illion 

 

VI. RESULTS AND DISCUSSION 

 

The proposed Agentic AI framework is compared with conventional cybersecurity models. 

 

A. Threat Detection Performance 

 

 

Method 
Accuracy (%) Precision Recall F1-score 

SVM 93.84 0.92 0.91 0.91 

Random Forest 96.11 0.95 0.95 0.95 

CNN 97.18 0.97 0.97 0.97 

LSTM 97.82 0.98 0.97 0.97 

Transformer IDS 98.46 0.98 0.98 0.98 

Proposed Agentic AI 99.41 0.995 0.993 0.994 

 

The proposed framework achieves the highest detection accuracy due to autonomous reasoning, contextual retrieval, and 

adaptive learning. 
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B. False Positive Comparison 

 

Method False Positive Rate 

SVM 4.8% 

Random Forest 3.6% 

CNN 2.9% 

LSTM 2.3% 

Transformer IDS 1.8% 

Proposed Agentic AI 0.72% 

  

 

The integration of Retrieval-Augmented Generation (RAG) and contextual reasoning significantly reduces false alarms 

by validating detected threats against external knowledge sources. 

 

C. Response Time Comparison 

 

Method Average Response (ms) 

Rule-Based SOC 460 

ML IDS 285 

Deep Learning IDS 171 

SOAR Automation 112 

Proposed Agentic AI 64 

 

The autonomous planner and reinforcement learning policy engine reduce mitigation latency through optimized action 

selection. 

 

D. Mitigation Success Rate 

 

Framework Success Rate 

Rule-Based 82.4% 

ML IDS 87.8% 

DL IDS 91.5% 

SOAR 94.2% 

Proposed Agentic AI 98.6% 

 

The higher mitigation success rate is attributed to coordinated decision-making among multiple intelligent agents and 

continuous policy optimization. 

 

E. Scalability Analysis 

 

Number of Nodes Detection Accuracy 

100 99.42 

500 99.40 

1000 99.39 

5000 99.37 

10000 99.34 

 

The proposed framework maintains high detection accuracy as the network size increases, demonstrating scalability for 

enterprise deployments. 
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VII. DISCUSSION 

 

The experimental assessment results reveal that the proposed Agentic AI framework outperforms traditional machine 

learning, deep learning, and rule-based cybersecurity systems in all evaluation parameters. The system can continuously 

observe, reason together and respond in a coordinated fashion by bringing together specialised agents, thereby decreasing 

the need on human intervention. Retrieval-augmented generation enables decision-making with up-to-date threat 

knowledge, and reinforcement learning enhances mitigation plans via feedback from past instances. Explainable AI 

further boosts confidence by offering explicit explanations for autonomous choices. This framework is well-suited for 

current SOCs and is ready for implementation. All these features together increase cyber resistance against complex 

assaults like Advanced Persistent Threats (APTs), ransomware, phishing, and zero-day vulnerabilities. Recent work on 

agentic AI in IEEE similarly cites autonomous planning, tool usage, and explainability as critical skills for future 

generation cyber defence. 

 

VIII. VISUALIZATION 

 

 
 

 
 

IX. CONCLUSION & FUTURE WORKS 

 

The paper proposed an Agentic AI Framework for Autonomous Cyber Threat Detection and Mitigation that leverages 

multi-agent collaboration, Large Language Model reasoning, Retrieval-Augmented Generation, Reinforcement Learning, 

and Explainable Artificial Intelligence in a comprehensive and integrated cybersecurity structure. The suggested 

architecture allows for autonomous detection, contextual analysis, adaptive mitigation and continuous learning, thereby 

addressing various limitations of current rule-based and machine learning systems. The system, including intelligent 

reasoning, adaptive policy optimisation, and explainable decision support, is highly suited for next-generation 

autonomous Security Operations Centres and cyber-resilient infrastructures. Future study will extend the presented 

Agentic AI system with federated multi-agent learning for collaborative cyber threat detection across remote 

organisations while ensuring data privacy. GNNs and knowledge graph reasoning may be included to improve the 

framework for better modelling of complicated attack routes and identifying advanced persistent threats (APTs). Future 

versions will examine multimodal threat intelligence by combining network traffic, endpoint telemetry, system logs, 

malware binaries and threat reports to increase context and decision-making. To facilitate real-world implementation, we 

http://www.ijctece.com/


     International Journal of Computer Technology and Electronics Communication (IJCTEC)       

                            | ISSN: 2320-0081 | www.ijctece.com | A Peer-Reviewed, Refereed, a Bimonthly Journal| 

           || Volume 8, Issue 6, November – December 2025 || 

          DOI: 10.15680/IJCTECE.2025.0806043 

IJCTEC© 2025                                                        |     An ISO 9001:2008 Certified Journal   |                                                 11992 

    

will examine lightweight agent designs and edge AI capabilities for resource-constrained IoT, IIoT, and edge computing 

contexts. In addition, the use of blockchain technology may provide safe inter-agent communication, immutable forensic 

logging, and decentralised trust management.. Finally, the proposed framework will be verified on real-world business 

Security Operations Centre (SOC) settings and large-scale cloud infrastructures to determine its scalability, resilience 

and efficacy in fighting against fast developing cyber threats. 
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