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ABSTRACT: Distributed job processing systems, including background task pipelines, batch workflow engines, and
asynchronous request offloading layers, depend on messaging infrastructure to decouple producers of work from the
consumers that execute it. As job volume grows and workloads diversify across priority tiers, retry semantics, and
downstream dependencies, the choice of messaging pattern materially affects throughput, latency, failure isolation, and
operating cost. This article presents a structured study of eight asynchronous messaging architecture patterns for
distributed job processing: competing consumers, publish subscribe fan-out, priority lane work queues, dead letter and
poison message handling, the transactional outbox pattern, saga coordination via message choreography, backpressure
and rate limiting, and event sourcing with log replay. A reference architecture combines these patterns into a single job
processing pipeline spanning ingestion, queuing, parallel consumption, failure isolation, and downstream delivery. A
benchmark study compares five widely used messaging platforms, a distributed log broker, a traditional AMQP broker,
and three managed cloud queue and topic services, across sustained throughput, consumer lag under varying parallelism,
delivery latency, and cost per million messages, with results presented in a series of data tables and supporting charts.
The study finds that log based brokers sustain an order of magnitude higher single node throughput than traditional queue
brokers at the cost of more complex consumer group management, that consumer lag falls sharply with parallelism up to
a point of diminishing returns tied to partition or queue count, and that managed cloud queue services offer the lowest
operating cost for moderate volume, latency tolerant workloads while self-managed log based brokers become more cost
effective at very high sustained volume. The article closes with a discussion of limitations and open research directions,
including standardized cross platform message schemas, operating cost forecasting under bursty job arrival patterns, and
testing methodology for message driven systems with many independently deployed consumers.

KEYWORDS: asynchronous messaging, message queue, publish subscribe, distributed job processing, event driven
architecture, dead letter queue, backpressure, event sourcing, consumer scaling, message broker.

L. INTRODUCTION

Distributed job processing systems execute units of work, such as image transcoding, report generation, order fulfillment
steps, notification delivery, and machine learning inference requests, outside the synchronous request path of the
application that created them. Decoupling job submission from job execution through a messaging layer allows a system
to absorb bursts of incoming work without forcing the submitting caller to wait for completion, and allows the execution
layer to scale independently based on backlog depth rather than on the traffic pattern of the submitting application.

The messaging layer connecting producers of jobs to consumers that execute them is not a single, uniform technology
choice. Distributed log brokers, traditional queue and topic brokers, and managed cloud queue and topic services differ
substantially in delivery guarantees, ordering behavior, consumer scaling model, and operating cost, and these differences
have direct architectural consequences for job processing systems that must guarantee at least once execution, isolate
poison messages, prioritize urgent work over background work, and remain observable as the number of independently
deployed consumers grows.

This article organizes the discussion around eight asynchronous messaging patterns that recur in distributed job
processing systems: competing consumers for horizontal scale-out, publish subscribe fan-out for multi-recipient delivery,
priority lane work queues for differentiated service levels, dead letter and poison message handling for failure isolation,
the transactional outbox pattern for reliable message publication, saga coordination via message choreography for multi-
step jobs, backpressure and rate limiting for protecting downstream capacity, and event sourcing with log replay for
auditable, reconstructible job history. Each pattern is presented with its intent, its typical component composition, and its
tradeoffs, followed by a reference architecture, a benchmark study, a cost analysis, and a discussion of security
considerations and comparative case studies.
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The remainder of the article proceeds as follows. Section 2 provides background on asynchronous messaging concepts
and platforms. Section 3 characterizes the requirements and failure modes specific to distributed job processing. Section
4 presents the eight patterns in detail. Section 5 proposes a reference architecture. Section 6 describes the benchmark
methodology, and Section 7 presents the resulting performance data and supporting charts. Section 8 analyzes cost,
Section 9 addresses security considerations, and Section 10 summarizes three anonymized comparative case studies.
Sections 11 through 13 discuss findings, limitations, and future research directions, and Section 14 concludes.

II. BACKGROUND ON ASYNCHRONOUS MESSAGING

2.1 Core Concepts and Terminology

Asynchronous messaging systems move discrete units of data, referred to as messages, from one or more producers to
one or more consumers through an intermediary broker, without requiring the producer and consumer to be available at
the same time. A queue delivers each message to exactly one consumer among a pool of competing consumers, which is
the natural fit for distributing job execution across a worker pool. A topic, by contrast, delivers each message to every
subscriber, which is the natural fit for fan-out notification scenarios. A distributed log broker generalizes both models by
retaining an ordered, durable, replayable sequence of messages per partition, from which independent consumer groups
can each read at their own pace and position.

Hohpe and Woolf's catalog of enterprise integration patterns formalized much of this vocabulary, including the competing
consumers pattern, the publish subscribe channel, and the dead letter channel, well before cloud native managed
messaging services existed, and that vocabulary remains the common frame of reference for describing messaging based
job processing architectures today.

2.2 Delivery Semantics

Messaging systems are typically described by the delivery guarantee they offer: at most once, at least once, or exactly
once. At most once delivery risks silently losing a message on failure, and is rarely appropriate for job processing where
a lost job means work that should have happened never does. At least once delivery, the most common guarantee among
widely used brokers, ensures a message is never silently lost but may be delivered more than once, which requires
consumers to be idempotent. Exactly once delivery, where offered, is typically implemented as a combination of at least
once delivery on the wire plus deduplication logic, rather than a fundamentally different transport guarantee, a distinction
discussed in depth in Kleppmann's treatment of distributed systems correctness and in Helland's earlier discussion of the
limits of distributed transactions across independent systems of record.

2.3 Messaging Platforms Relevant to Job Processing

Table 1 compares the messaging platforms most commonly used in distributed job processing systems across delivery
model, ordering guarantees, and consumer scaling approach, grouped by broker category, drawing on each platform's
own published documentation and the foundational Katka design description by Kreps, Narkhede, and Rao.
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Table 1. Messaging platform comparison by broker category, delivery model, and consumer scaling approach

Distributed log,
pub/sub over
partitions

Apache Kaftka

Distributed log with
tiered storage

Traditional AMQP
queue and topic
exchange

Apache Pulsar

RabbitMQ

Managed queue,
Amazon 5Q5 standard or FIFO
Amazon SNS Managed pub/sub
fan-out
Managed queue and

Azure Service Bus topic, brokered

messaging
Gl Cilowdl Managed pub/sub
with pull and push
Pub/Sub R~

Ordered within a
partition

Ordered within a
partition

Ordered per queue,
best effort

FIFO queues
ordered per
message group
Best effort, no strict
ordering (standard
topics)

Ordered per session

(sessions enabled)

Best effort, ordering
keys optional

Consumer groups,
one consumer per
partition
Subscription models
including shared
and key-shared
Competing
consumers per
queue
Competing
consumers via
polling
Fan-out to multiple
subscribed
endpoints or queues
Competing
consumers per
queue or
subscription
Multiple
subscriptions per
topic, competing
pull consumers

Configurable,
independent of
consumption
Configurable,
independent of
consumption

Removed upon
acknowledgment

Removed upon
acknowledgment

Not retained, push
based delivery

Removed upon
acknowledgment

Removed upon
acknowledgment

I11. DISTRIBUTED JOB PROCESSING: REQUIREMENTS AND CHALLENGES

3.1 Job Volume and Burstiness

Job arrival rates in distributed processing systems vary by workload type. Some job classes, such as scheduled batch
reporting, arrive on a predictable cadence, while others, such as user triggered exports or on-demand media transcoding,
arrive in bursts correlated with end user activity. Table 2 characterizes typical job classes by arrival pattern and the
messaging pattern from Section 4 most commonly paired with each, forming the basis for the load profiles used in the

benchmark in Section 6.
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Table 2. Job class arrival characteristics and typical pairing with messaging patterns

Scheduled batch
report generation
User triggered data

Predictable, cron
driven
Bursty, correlated

30 s to 10 min

Competing
consumers (4.1)
Priority lane work

export with business hours >s1060s 8x queue (4.3)
Bursty, correlated Competlng.
Media transcoding with content upload 10 s to 5 min 12x CTTEE vl
soiles backpressure (4.1,
4.7)
Order fulfillment Correlated with der 1 15 Publish subscribe
notification fan-out checkout volume under 1S x fan-out (4.2)
Highly bursty, Priority lane work
Machine learnin, correlated with ueue with
inference reques% product feature S0msto2s 20x baclilpressure 4.3,
usage 4.7)
Multi-step order Correlated with 1 s to 30 s across 15x Saga via message

fulfillment saga checkout volume steps choreography (4.6)
3.2 Ordering and Idempotency Requirements

Because most widely used messaging platforms provide at least once delivery, job processing consumers must treat every
message handler as idempotent, meaning repeated delivery of the same job produces the same net effect as processing it
once. For job classes where the relative order of related messages matters, such as sequential status updates for a single
order, systems typically rely on a partition key or session key to route related messages to the same consumer in order,
rather than relying on global ordering across the entire topic or queue, which most platforms do not provide and which

would limit horizontal consumer scaling if it were required.
3.3 Latency and Throughput Targets by Job Class
Table 3. Representative latency and throughput targets by job class

Machine learning

. under 50 ms 500 ms 5,000 jobs/sec

inference request

Order fu.l fillment under 200 ms 2s 2,000 jobs/sec

notification fan-out

User triggered data export under 2 s 60 s 300 jobs/sec

Media transcoding under 5 s 10 min 150 jobs/sec

Schedu!ed Pt under 30 s 15 min 20 jobs/sec

generation

Multi-step order .

fulfillment saga (per step) under 300 ms 5 s per step 1,800 jobs/sec
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Table 4. Common failure modes in distributed job processing and the primary mitigating pattern

Poison message blocking
a queue or partition

Duplicate job execution

Lost message on producer
crash before publish

Consumer overload from
unbounded producer rate

Priority inversion

Partial saga failure

Consumer group
rebalance storm

Unbounded message
retention driving storage
cost

Malformed payload
repeatedly failing
processing
At least once redelivery
after slow
acknowledgment
Producer commits local
state then crashes before
publishing event
Producer rate exceeds
consumer processing
capacity
Low priority backlog
delays urgent jobs on a
shared queue
A later step in a multi-
step job fails after earlier
steps committed
Frequent scale events
causing repeated partition
reassignment
Retention policy
misconfigured for a
distributed log broker

3.5 Message Size and Serialization Overhead
The serialization format chosen for job payloads affects both message size, which drives broker storage and network cost,
and serialization and deserialization latency, which contributes directly to the processing latency budgets in Table 3.
Table 5 compares four serialization formats commonly used for job payloads across encoded size and processing

overhead for a representative job payload containing a moderate number of typed fields.

Head of line blocking for
well formed messages

Duplicate side effects,
wasted compute

Downstream systems
never learn of the state
change
Growing backlog,
memory pressure,
cascading timeouts

SLA breach for time
sensitive job classes

Inconsistent state across
services

Temporary processing
pause, duplicate
processing

Rising storage cost with
no processing benefit

Dead letter queue and
poison message handling
4.4

Idempotency keys,
outbox pattern (4.5)

Transactional outbox
pattern (4.5)

Backpressure and rate
limiting (4.7)

Priority lane work queue
(4.3)

Saga via message
choreography with
compensation (4.6)

Stable partition sizing,
graceful rebalance
handling
Retention policy tied to
replay and audit
requirements only

Table 5. Serialization format comparison for a representative job payload

JSON

Protocol Buffers

Apache Avro

MessagePack

IJCTECO 2022

100% (baseline)

38%

34%

62%

None, unless
paired with a
separate schema
validator

Strict, schema
first

Strict, schema
first with schema
registry support
None, binary
encoding of
JSON-like
structures

|  AnISO 9001:2008 Certified Journal |

Broad, native in

0.08 ms 0.11 ms
most ecosystems
Broad, via
0.03 ms 0.04 ms generated
bindings
Broad, via
0.04 ms 0.05 ms generated
bindings
0.05 ms 0.06 ms Broad, native in

most ecosystems
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For job classes with strict latency budgets, such as the machine learning inference request class in Table 3, the reduced
serialization overhead and smaller encoded size of a schema first binary format such as Protocol Buffers or Avro
compounds favorably with the throughput and lag characteristics in Section 7, while JSON remains attractive for job
classes prioritizing cross team readability and rapid schema iteration over raw efficiency, such as scheduled batch
reporting.

IV. ASYNCHRONOUS MESSAGING ARCHITECTURE PATTERNS
This section presents eight recurring asynchronous messaging patterns for distributed job processing. Each subsection
describes the pattern's intent, its typical component composition, and the tradeoffs an architect should weigh. Table 3
provides a consolidated summary before the detailed discussion, and Figure 4 illustrates the competing consumers and

dead letter patterns as a simplified flow.

Table 6. Summary of the eight asynchronous messaging patterns for distributed job processing

Competing consumers

Publish subscribe fan-out

Priority lane work queue

Dead letter and poison
message handling

Horizontal scale-out of
job execution
Multi-recipient
notification of a single
event

Differentiated service
levels across job classes

Isolating repeatedly
failing messages
Reliable message

Queue or partitioned log,
worker pool

Topic, multiple
independent subscriptions

Multiple queues or
partitions by priority,
weighted consumers
Retry counter, dead letter
queue, alerting

Message redelivery on
worker crash

Per-subscriber failure
isolation

Priority queue backlog
isolation

Poison message removed
from main flow
No message lost if

Outbox table, change data

Transactional outbox
capture relay

publication tied to a local
database write
Multi-step job
coordination without

central coordinator

producer crashes post-
commit

Saga via message
choreography

Event topics, per-step
compensation handlers

Compensating action on
step failure

Protecting consumer or Bounded queue depth
Backpressure and rate & . d Pt Producer slow-down
o downstream capacity token bucket, adaptive
limiting before consumer collapse
from overload concurrency
Event sourcing with log Auditable, reconstructible Distributed log broker, State reconstructlp n from
. . replayable consumer durable log, not live state
replay job and state history
offsets alone

4.1 Competing Consumers Pattern

The competing consumers pattern distributes messages from a single queue or log partition across a pool of worker
instances, each of which processes a subset of the incoming messages. Adding worker instances increases aggregate
processing throughput up to the point where the number of workers matches the number of partitions, in log based
brokers, or up to the point where queue contention itself becomes the bottleneck, in traditional queue brokers. This pattern
is the foundational mechanism for scaling job execution horizontally and underlies nearly every other pattern in this
section.

Figure 4 illustrates a simplified competing consumers flow: a job producer publishes to a message queue, two competing
consumer instances pull from that queue independently, and messages that exceed a retry limit are routed to a dead letter
queue rather than being retried indefinitely, a mechanism detailed further in Section 4.4.
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Figure 4. Simplified Competing Consumers Flow with Dead Letter Handling

Consumer Job Store /
Instance A Downstream System

Job

Producer

Consumer
retry limit Instance B
exceeded
Dead Letter
Queue

Figure 1. Simplified competing consumers flow with dead letter handling

4.2 Publish Subscribe Fan-Out Pattern

When a single event must trigger independent actions in multiple downstream systems, such as an order confirmation
event that must trigger both a notification job and an analytics ingestion job, the publish subscribe pattern publishes the
event once to a topic and allows each interested system to maintain its own subscription, receiving an independent copy
of every message. This avoids coupling the producer to an enumerated list of downstream consumers and allows new
subscribers to be added without modifying the producer.

A key operational property of this pattern is that a slow or failing subscriber should not be able to block delivery to other,
healthy subscribers. Most managed pub/sub services and topic based brokers isolate subscriptions from one another for
this reason, so that a backlog on one subscription does not propagate backpressure to unrelated subscriptions on the same
topic.

4.3 Priority Lane Work Queue Pattern

Not all jobs carry the same urgency. A single shared queue serving both a machine learning inference request and a
nightly batch report risks priority inversion, where a burst of low priority batch jobs delays an urgent inference request
behind them in the queue. The priority lane pattern addresses this by routing jobs to separate queues or partitions by
priority tier, with consumer capacity allocated across lanes according to a weighting scheme, such as always draining the
high priority lane first up to a fairness limit, then serving lower priority lanes with remaining capacity.

4.4 Dead Letter Queue and Poison Message Handling

A message that repeatedly fails processing, whether due to a malformed payload, a bug triggered only by that specific
message, or a permanently unavailable downstream dependency for that job, should not be retried indefinitely, since
doing so consumes consumer capacity that could otherwise serve well formed messages and can create a head of line
blocking effect on ordered queues or partitions. The dead letter pattern tracks a retry counter per message and, once a
configured retry limit is exceeded, moves the message to a separate dead letter queue for manual inspection or automated
alerting, removing it from the main processing flow.

Table 4 summarizes recommended retry and dead letter configuration by job class, reflecting the differing tolerance for
delay and the differing cost of a lost or delayed job across the job classes introduced in Section 3.1.
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Table 7. Recommended retry and dead letter configuration by job class

Machine learning None (fail fast, Aggregate rate alert

inference request client retries) only

Order fulfillment 5 Exponential, 500 Per-message alert Ves

notification fan-out ms base above threshold

User triggered data 3 Exponential, 2 s s sl Yes

export base

Media transcoding 3 Expori)e;stelal, 38 Per-message alert Yes

sicared bat.Ch 2 Fixed interval, 60 s Daily digest alert Yes

report generation

Multi-step order Exponential, 300 Per—me'ssage alert, Yes, w1th

fulfillment saga (per 3 triggers compensation
ms base . .

step) compensation review

4.5 Transactional Outbox Pattern

A service that writes to its own local database and then separately publishes a message announcing that write risks a gap
between the two operations: if the process crashes after committing the database write but before publishing the message,
downstream systems never learn of the change. The transactional outbox pattern closes this gap by writing the outgoing
message, as a row, into an outbox table within the same local database transaction as the business data change, and using
a separate relay process, commonly built on a change data capture feed, to publish outbox rows to the messaging layer
asynchronously and reliably. This guarantees that a message is published if and only if the corresponding local transaction
committed, without requiring a distributed transaction across the database and the message broker.

4.6 Saga Via Message Choreography

Multi-step jobs, such as a fulfillment saga spanning inventory reservation, payment capture, and shipment scheduling,
can be coordinated by having each step publish a completion or failure event that the next step's consumer subscribes to,
with compensating events defined for undoing a prior step if a later step fails. This choreography style, contrasted in the
retail context with orchestration based coordination in related literature, is particularly well suited to messaging based
job systems because each step is naturally expressed as an independent consumer reacting to a topic, with no additional
orchestration service required beyond the messaging layer itself.

4.7 Backpressure and Rate Limiting

When producers can generate work faster than consumers can process it, unbounded queue growth risks exhausting
broker storage, increasing end to end latency for every job behind the backlog, and in extreme cases destabilizing the
broker itself. The backpressure pattern signals capacity constraints back toward the producer, whether through a bounded
queue that blocks or rejects new messages once a depth threshold is reached, a token bucket rate limiter applied at
ingestion, or an adaptive concurrency control that reduces producer send rate in response to rising consumer side latency.
Figure 2 in Section 7 illustrates the closely related effect of consumer parallelism on backlog drain time, which informs
how much consumer scale-out can substitute for producer side throttling before a hard backpressure limit is needed.

4.8 Event Sourcing With Log Replay

Rather than treating messages purely as transient triggers for a side effect, the event sourcing pattern treats the durable,
ordered message log itself as the authoritative record of what happened, from which current state can always be
reconstructed by replaying events from the beginning or from a checkpoint. Applied to job processing, this allows a job
execution history, including retries, failures, and compensations, to be audited or reconstructed after the fact, and allows
a new consumer, such as a newly introduced analytics pipeline, to be backfilled by replaying historical events rather than
requiring a separate backfill mechanism. This pattern depends on a broker that retains messages independent of
consumption, which distinguishes distributed log brokers from traditional queue brokers that remove a message once
acknowledged, as summarized in Table 1.
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V. REFERENCE ARCHITECTURE

This section combines the patterns from Section 4 into a single reference architecture for a distributed job processing
platform. A job originates either from an interactive request path, such as a user triggering a data export, or from a
scheduler, such as a nightly batch trigger. The originating service writes the job record to its own local database and, in
the same local transaction, writes a corresponding row to an outbox table, implementing the transactional outbox pattern
from Section 4.5. A relay process reads the outbox table via a change data capture feed and publishes the job to the
appropriate priority lane queue or partition, implementing the priority lane pattern from Section 4.3.

A pool of competing consumers, scaled according to backlog depth and bounded by the backpressure controls in Section
4.7, pulls jobs from the queue and executes them. A job that fails is retried according to the backoff policy in Table 4
and, upon exceeding the retry limit, is routed to a dead letter queue per Section 4.4. Completion and failure events for
each job are published to a topic, from which independent subscribers, such as a user notification service and an analytics
ingestion pipeline, each maintain their own subscription per the publish subscribe pattern in Section 4.2. For multi-step
jobs, such as a fulfillment saga, each step's completion event triggers the next step's consumer per Section 4.6, with
compensating events defined for failure paths. Every event that flows through the platform is retained in a distributed log
broker, supporting the event sourcing and replay capability described in Section 4.8.

Table 8. Reference architecture component inventory and responsibilities

OIATHEED, 01D 1250t i) Scales with originating

Job originating service 4.5 outbox entry in one local e or ez i lonil
transaction
Outbox relay (change Publishes outl?ox rows to Scales with outbox write
4.5 the messaging layer
data capture) . volume
reliably
Priority lane queues or 43 Segregates job classes by Provisioned per lane
partitions ) urgency based on job class SLA
Executes jobs, applies Scales horizontally with
Worker consumer pool 41,47 backpressure signals backlog depth
Tracks retry counts,
Retry and dead letter 44 routes exhausted Scales with failure rate,
manager ’ messages to dead letter typically low volume
queue

. . Publishes job outcome Scales automatically,
Completion and failure ! .

. 4.2,4.6 events to independent provider or broker
event topic .

subscribers managed
Executes each step of a
S 5D COTEES 46 multi-step job, publishes Scales per stc?p based on
next event or step specific load
compensation
Distributed log broker 43 Retains full event history Scales with partition
(durable event store) ) for replay and audit count and retention policy
Notification and analytics LGS downstre.am Scales independently per
. 4.2 consumers of completion .

subscribers events subscriber

VI. BENCHMARK METHODOLOGY

To evaluate the patterns in Section 4 and the reference architecture in Section 5, a benchmark study was conducted
comparing five messaging platforms spanning distributed log brokers, a traditional AMQP broker, and managed cloud
queue and topic services. Synthetic job load was generated at the arrival ratios given in Table 2, and results were captured
across sustained throughput, consumer lag under varying parallelism, delivery latency, and cost per million messages.
This section describes the test environment; Section 7 presents the resulting data and charts.
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Table 9. Benchmark test environment configuration

Platforms evaluated

Apache Kafka, RabbitMQ, Amazon SQS, Azure
Service Bus, Google Cloud Pub/Sub

Message payload size 1 KB representative job payload, JSON encoded

Producer configuration

Consumer configuration

Batched publication, acknowledgment required before
next batch
Manual offset or message acknowledgment after
successful processing

Partition or queue count (log based brokers) 32 partitions per topic under test

Consumer parallelism levels tested
Load generation tool

Measurement window

Cost basis

1,2,4,8, 16, 32, and 64 concurrent consumer
instances
Distributed message producer harness issuing jobs at
controlled rate
10 minute sustained window per test point after ramp-
up
Published, publicly available pricing at time of writing
plus measured infrastructure for self-managed brokers

VII. PERFORMANCE EVALUATION

This section presents the data resulting from the benchmark methodology in Section 6, organized by sustained throughput,
consumer lag under increasing parallelism, delivery latency, and dead letter behavior under sustained failure injection.

7.1 Sustained Throughput by Platform
Figure 1 presents sustained single node throughput across the five evaluated platforms at the benchmark's 1 KB payload
size. Table 6 provides the corresponding detail, including tail latency at that sustained throughput level.

Figure 1. Sustained Message Throughput by Broker Platform
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Figure 2. Sustained message throughput by broker platform
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Table 10. Detailed sustained throughput and latency by platform at benchmark payload size

Apache Kafka 820,000 2 ms 9 ms 8 ms 40 ms
RabbitMQ 45,000 3 ms 14 ms 12 ms 85 ms
Amazon SQS 68,000 9 ms 35 ms 45 ms 180 ms
Aaure Service 52,000 8 ms 38 ms 50 ms 210 ms
Google Cloud

Pub/Sub 190,000 6 ms 22 ms 30 ms 120 ms

The distributed log broker sustains an order of magnitude higher single node throughput than the traditional AMQP
broker, consistent with the design goals described by Kreps, Narkhede, and Rao, at the cost of a more involved consumer
group and partition management model. Managed cloud queue and topic services fall between the two, trading some raw
throughput for reduced operational responsibility.

7.2 Consumer Lag Under Increasing Parallelism

Figure 2 shows how steady state consumer lag, measured as the time for the newest published message to reach the front
of an established backlog, falls as consumer parallelism increases, for a fixed producer rate exceeding single consumer
capacity. Table 7 presents the same data alongside CPU utilization per consumer instance, showing the point of
diminishing returns as parallelism approaches the partition count.

Figure 2. Consumer Lag Reduction as Consumer Parallelism Increases
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Figure 3. Consumer lag reduction as consumer parallelism increases
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Table 11. Consumer lag and per-instance CPU utilization by parallelism level, 32 partition topic

1 420's 26,000 94% 32.0
2 210 s 51,000 91% 16.0
4 98 s 97,000 88% 8.0
8 41s 182,000 84% 4.0
16 19s 310,000 79% 2.0
32 12 398,000 71% 1.0
64 11s 402,000 36% 0.5 (idle instances)

Beyond 32 consumer instances, matching the partition count in this benchmark, additional instances sit idle since a log
based broker assigns at most one consumer per partition within a consumer group, explaining the plateau visible in Figure
2 and the falling average CPU utilization in the final row of Table 7.

7.3 Dead Letter and Poison Message Behavior Under Sustained Failure Injection

Table 12. Dead letter queue behavior under injected poison messages at varying injection rate, 3 retry limit with
exponential backoff

0.1% of messages Neghgﬂz}e (under Negligible

()
1% of messages 3% reduction 13s 600 under 5 ms added
5% of messages 11% reduction 1.6 s 3,000 18 ms added
10% of messages 22% reduction 2.0s 6,000 41 ms added
25% of messages 48% reduction 24s 15,000 95 ms added

Main queue throughput degrades gracefully rather than collapsing as poison message injection rate rises, because the
retry and dead letter manager described in Section 5 bounds the number of retry attempts per message before removal,
preventing poison messages from consuming a disproportionate and unbounded share of consumer capacity.

7.4 Multi-Step Saga Completion Latency

Table 13. End to end completion latency for a five step order fulfillment saga via message choreography, by step

Inventory reservation 85 ms 340 ms 110 ms
Payment capture 410 ms 1,450 ms 180 ms
Shipment scheduling 120 ms 480 ms 140 ms
Customer notification 60 ms 260 ms Not appllca.bk: (non-
compensating step)
. . Not applicable (non-
Analytics event recording 40 ms 190 ms .
compensating step)

Total (cumulative, p50 /

p99) 715 ms 2,720 ms Not applicable
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VIII. COST ANALYSIS

Messaging platform cost is driven by a different mix of factors depending on whether the platform is self-managed
infrastructure billed for compute and storage, or a managed service billed per operation. This section compares illustrative
cost per million messages across the five benchmarked platforms and analyzes how that cost shifts with sustained volume.

8.1 Cost per Million Messages by Platform

Figure 3 presents illustrative cost per million messages at moderate sustained volume for each platform, combining, for
self-managed brokers, amortized infrastructure cost with operational overhead, and for managed services, published per-
operation pricing at the time of writing.

a Figure 3. lllustrative Cost per Million Messages by Platform
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Figure 4. Illustrative cost per million messages by platform

IJCTECO 2022 | AnISO 9001:2008 Certified Journal | 5806



http://www.ijctece.com/

International Journal of Computer Technology and Electronics Communication (IJCTEC)

| ISSN: 2320-0081 | www.ijctece.com ||A Peer-Reviewed, Refereed and Bimonthly Journal |

|| Volume 5, Issue 5, September— October 2022 ||

DOI: 10.15680/1JCTECE.2022.0505009
8.2 Cost Sensitivity to Sustained Volume

Table 14. Illustrative cost per million messages at varying sustained monthly volume, grouped by platform

category

Self-managed Infrastructure

distributed log (compute, storage,

broker replication)

Self-managed Operational

distributed log overhead 1.85 0.22 0.04

broker (amortized)

Self-managed o

dbimie g Ueeze L irolliionn 3.95 0.90 0.35

messages

broker

Self-managed Infrastructure

AMOQP broker (compu.te, gtorage, 2.40 0.95 0.58
replication)
Operational

iﬁg?,agffﬁgr overhead 2.10 0.30 0.08
(amortized)

Self-managed Total per 1 million

AMQP broker messages 450 1.25 0.66

ol cllond] Per-operation

queue or topic P 0.55 0.42 0.40

. charges

service

Managed cloud Operational

queue or topic overhead 0.05 0.01 0.01

service (amortized)

Managed cloud o

e Uisiilper L mliiom 0.60 0.43 0.41

. messages
service

At moderate volume, managed services are the lowest cost option once operational overhead is included, since the fixed
cost of operating a self-managed cluster is spread across relatively few messages. As sustained volume rises into the
billions of messages per month, the amortized operational overhead of a self-managed distributed log broker falls enough
that its lower per-operation infrastructure cost begins to close the gap with, and at extreme volume can undercut, managed
per-operation pricing, a pattern consistent with the general cost dynamics observed for self-managed versus managed
infrastructure at large scale in other parts of the cloud computing literature.

8.3 Total Cost of Ownership: Messaging Driven Workers Versus Always-On Polling Fleets

Some job processing systems predate adoption of a proper messaging layer and instead rely on a fleet of worker processes
that continuously poll a shared database table for pending work. Table 10 compares the total cost of ownership of this
always-on polling approach against a messaging driven worker fleet using the competing consumers pattern from Section
4.1, at three job volume tiers, to quantify the cost impact of migrating away from database polling.
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Table 15. Illustrative monthly total cost of ownership, database polling fleet versus messaging driven worker
fleet, at three job volume tiers (index cost units)

Low (under 1 million

Compute (worker or

jobs/month) poller instances)
Low (under 1 million Database load from 35 3
jobs/month) polling queries
Low (under 1 million Messaging platform .
jobs/month) charges ot e Hera e g
Low (under 1 million
jobs/month) Total 95 33
Medium (10 to 50 million Compute (worker or 140 35
jobs/month) poller instances)
Medium (10 to 50 million Database load from 90 6
jobs/month) polling queries
Medium (10 to 50 million Messaging platform .
jobs/month) charges ot epprger e 2
Medium (10 to 50 million
jobs/month) Total 230 119
High (500 million or Compute (worker or

) . 410 260
more jobs/month) poller instances)
High (500 million or Database load from 260 18
more jobs/month) polling queries
High (500 million or Messaging platform .
more jobs/month) charges LG el 2
High (500 million or Total 670 373
more jobs/month)

The largest cost difference comes from database load: continuous polling queries against a shared table consume database
capacity proportional to the number of poller instances regardless of how much pending work actually exists, whereas a
messaging layer notifies consumers of new work directly, eliminating wasted polling queries. This effect grows with
worker fleet size, making the migration from polling to messaging progressively more valuable as a job processing system
scales.

IX. SECURITY CONSIDERATIONS
Messaging based job processing systems introduce access control surface at every queue, topic, and consumer group, and
the durability of a distributed log broker means that sensitive data published to a topic may remain accessible for as long

as the retention policy allows, not only for the instant of delivery. Table 9 summarizes the principal threat categories and
mitigating controls, and Table 10 provides a message level security checklist.
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Table 16. Principal threat categories and mitigating controls for asynchronous messaging platforms

A consumer granted read access to = Per-consumer group least privilege
topics unrelated to its function access control lists
Personally identifiable information
persisted indefinitely due to

Over-privileged consumer access

Sensitive data at rest in a durable Retention policy aligned to data

log unbounded retention classification, encryption at rest
An intermediary altering a message Transport encryption, message
Message tampering in transit payload between producer and signing for high sensitivity
broker payloads

Message expiration or versioning,
idempotent and freshness aware
consumers

An old, replayed message

Replay of stal iti . .
cplay of stale sensitive messages reintroducing outdated state

A misconfigured or compromised
service provisioning unintended
infrastructure
A malformed payload crafted to
trigger a consumer side

Infrastructure as code with approval
gates, provisioning access control

Unauthorized topic or queue
creation

Schema validation at ingestion,
consumer side input sanitization

Poison message used as an attack
vector

vulnerability
Cross tenant data leakage in shared = Multi-tenant topic naming collision Strict namespace isolation per
broker infrastructure or misrouted subscription tenant, automated access reviews

Table 17. Message level security checklist for distributed job processing platforms

Encrypt all producer to broker and broker to consumer
connections in transit
Enable encryption at rest for topics or queues holding
sensitive payloads
Validate message schema at ingestion before accepting
into the main flow
Set retention per topic according to the sensitivity and
audit need of its data, not a single global default
Grant each consumer group access only to the topics or
queues it needs to read
Require authenticated, identifiable producers rather
than anonymous publication
Route dead letter queues to a monitored, access
Dead letter queue review process controlled review process rather than an unattended
sink

Transport encryption
Encryption at rest

Schema validation

Retention alignment
Consumer group access scope

Producer authentication

X. COMPARATIVE CASE STUDIES
This section summarizes three anonymized, generalized case studies drawn from publicly discussed messaging adoption

patterns for distributed job processing, presented without identifying any specific organization, to illustrate how the
patterns in Section 4 apply across different job processing contexts.
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Table 18. Comparative summary of three generalized distributed job processing adoption profiles

Dominant job Long running, variable Predictable, scheduled High volume, latency
characteristic duration jobs batch windows sensitive requests
Primary messaging Competmg consumers Priority lane work queue Pubhsh subscribe fan-out
pattern with backpressure with log replay
Broker category selected Distributed log broker Manages(ir(:\}i();d queue Distributed log broker
Peak to baseline job ratio 10x to 15x 2x to 4x (calendar driven) 15x to 20x
Most cited operational Consumer autoscaling lag Engurmg .se‘Ftlement Partition rebalancing
. . ordering within a batch . .
challenge during upload spikes . during traffic spikes
window
Heavy, malformed media Light, well validated querate, mostly
Dead letter queue usage . : ) . transient downstream
triggers frequent isolation inputs

timeouts

Across all three profiles, the dead letter and poison message pattern (Section 4.4) and some form of backpressure or rate
limiting (Section 4.7) were consistently applied regardless of job characteristics, while the choice of broker category and
the emphasis on ordering guarantees varied according to whether the workload was latency sensitive, ordering sensitive,
or primarily throughput sensitive.

XI. DISCUSSION

The benchmark results in Section 7 and the cost analysis in Section 8 support three general conclusions for architects
evaluating messaging platforms for distributed job processing. First, the choice between a distributed log broker and a
traditional queue broker should be driven primarily by whether replay, auditability, and very high sustained throughput
are required, since the log broker's operational complexity, particularly around partition and consumer group
management, is a real cost that is only justified when those properties matter to the workload. Second, consumer
parallelism has a clear ceiling tied to partition or queue count, shown in Table 7 (Section 7.2), so capacity planning for a
job processing pipeline should size partitions ahead of expected peak parallelism rather than assuming consumer scale-
out alone can absorb arbitrary load. Third, the dead letter and retry configuration in Table 4 (Section 4.4) is not a minor
operational detail; the sustained failure injection results in Table 8 (Section 7.3) show that without bounded retries and
dead letter isolation, a modest poison message rate degrades throughput for every healthy message sharing that queue or
partition.

The cost analysis also surfaces a less commonly discussed consideration: the crossover point between managed and self-
managed messaging cost is not fixed, but shifts with sustained volume, as shown in Table 9 (Section 8.2). This suggests
that a job processing platform's messaging layer choice made early, at moderate volume, in favor of a managed service
is not necessarily the correct long-term choice if volume is expected to grow by orders of magnitude, and that the
migration cost of changing messaging platforms later should be weighed against this crossover explicitly rather than
assumed away.

XII. LIMITATIONS

e Benchmark figures in Section 7 reflect a specific test configuration, payload size, and point in time; relative platform
ordering is expected to be reasonably stable, but absolute throughput and latency figures will shift with payload size,
network topology, and platform version.

e (Cost figures in Section 8 reflect published pricing at the time of writing and a specific job and payload profile; actual
cost for a given system will depend on its message size distribution, retry rate, and negotiated commitments with its
infrastructure or cloud provider.

e The case studies in Section 10 are generalized composites drawn from publicly discussed adoption patterns rather
than a controlled study of specific named organizations, and should be read as illustrative rather than as a systematic
industry survey.
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e The study evaluates each messaging platform largely in isolation; many production job processing systems combine
more than one messaging platform for different job classes, and the operational cost of running multiple platforms
together is not directly measured here.

e Consumer side processing logic, including the specific idempotency and compensation implementations, was held
constant and simplified across platforms in this benchmark to isolate the messaging layer's own contribution to latency
and throughput, which may understate the engineering effort required to implement these patterns correctly in a
production system.

XIII. FUTURE RESEARCH DIRECTIONS

e Standardized, cross platform message schema and envelope conventions that reduce the coupling between a job
processing system's business logic and the specific messaging platform beneath it.

e (ost forecasting tooling that projects messaging platform spend under a projected job arrival pattern with the same
confidence organizations currently place in compute capacity planning.

e Automated partition and queue sizing recommendations driven by observed backlog and parallelism data, reducing
reliance on manually chosen, static partition counts.

e Improved testing methodology for saga based job coordination spanning many independently deployed consumers,
including consistent approaches to simulating partial failure and compensation paths during pre-production testing.

e Longitudinal study of the managed versus self-managed cost crossover point identified in Section 8.2 across a wider
set of platforms and pricing models, to establish how durable that crossover is as managed service pricing evolves over
time.

XIV. CONCLUSION

Asynchronous messaging, applied through the combination of competing consumers, publish subscribe fan-out, priority
lane queuing, dead letter isolation, the transactional outbox pattern, saga coordination, backpressure, and event sourcing
with replay, provides a coherent foundation for distributed job processing systems that must scale execution
independently of job submission while tolerating failure at every step. The benchmark data presented in this article
indicate that distributed log brokers offer substantially higher raw throughput and durable replay capability at the cost of
more involved partition management, that consumer scale-out has a clear, partition bound ceiling that must inform
capacity planning, and that the most cost effective messaging platform choice depends on sustained volume in a way that
shifts over the lifetime of a growing system rather than remaining fixed at the choice made during initial design. The
remaining open questions, concentrated around cross platform portability, cost forecasting, and testing methodology for
message driven systems with many independent consumers, represent practical next steps for both practitioners adopting
these patterns and researchers studying the broader asynchronous messaging paradigm.
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